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[bookmark: _Toc181716192][bookmark: _Toc208392898]About independent security evaluation
[bookmark: _Hlk176181047]As regulator, the Trust Framework Authority assesses and accredits providers, and their services, against the Trust Framework legislation.
Independent security evaluators play a role in the evaluation of providers seeking accreditation under the Digital Identity Services Trust Framework (the Trust Framework). 
Independent security evaluators provide an evaluation on whether the provider meets the requirements of the Trust Framework Authority as set out in legislation including the Digital Identity Services Trust Framework Act (the Act), the Privacy Act 2020, and the Digital Identity Services Trust Framework Regulations 2024 (the regulations) and the Service standards and processes set out in the Digital Identity Services Trust Framework Rules 2024 (the Trust Framework Rules).
The Trust Framework Authority will make the final assessment and accreditation decision.
If you have questions about the evaluation process or this guidance, or need assistance, please contact the Trust Framework Authority at TFA@dia.govt.nz.

[bookmark: _Toc177564673][bookmark: _Toc181716193][bookmark: _Toc208392899][bookmark: _Toc177564674]Structure of the evaluation
This template is for use by independent security evaluators. 
The provider will:
· Select an independent evaluator to use from the list of evaluators considered by the Trust Framework Authority to have the appropriate skills, knowledge and experience to conduct security evaluations. One independent security evaluator should perform all aspects of the evaluation including reviewing and assessing all documentation provided.
· Agree scope and pricing with the independent evaluator.
· Provide the independent evaluator with the documentation, information and access (for interviews, validation and testing) to enable them to carry out the evaluation.
· Submit the completed evaluation and all materials used to complete the evaluation to the Trust Framework Authority for assessment, with the remainder of the application.
The independent evaluator will:
· Agree scope and pricing with the provider.
· Conduct the evaluation based on information, documentation, interviews, validation and testing provided by the provider.
· Complete this template.
Inputs to the evaluation
When completing your evaluation, please save copies of all documentation used. This should include:
· Any additional documents requested from the provider.
· Any screen shots taken of the provider’s system(s).
· Notes you make of discussions or interviews with representatives from the provider.
These must be listed in the section on information used to inform the evaluation. Documents must be given to the provider for them to submit to the Trust Framework Authority as part of their accreditation application. 
[bookmark: _Toc181716194][bookmark: _Toc208392900]Introduction
This document records the security evaluation for [Provider Name] for [Service Name].
[bookmark: _Toc174356299][bookmark: _Toc177564675][bookmark: _Toc181716195][bookmark: _Toc208392901]Evaluation details
	Evaluation details

	Provider
	

	Date submitted
	

	Service name(s)
	

	Digital identity services applied for
	

	Evaluator
	

	Evaluator organisation
	

	Reviewer (if relevant)
	

	Date evaluation completed
	

	Template version
	V2.0



[bookmark: _Toc208392902]Scope of evaluation
Copy the agreed scope below. Include, at a minimum:
· the services that are in scope for the evaluation
· technical components in scope for the review
· geographic locations where the service is hosted
· any previously-conducted independent evaluations that have been conducted on the service and may be relied upon during this evaluation, when they were conducted, and the scope of these reviews
· connections from third-party entities, outsourced in-scope functions or facilities, or third-party services, that have been determined to be in scope. 
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[bookmark: _Toc208392903]Evaluation of compliance with the Rules

The independent evaluator determines whether the provider has demonstrated compliance with each of the Digital Identity Services Trust Framework Rules 2024 (the Trust Framework Rules). This is done by:
· Reviewing any existing independent evaluation reports that have been agreed as part of the scope.
· Reviewing technical evidence such as independent technical testing.
· Gathering information through interviews, walkthroughs and observations.
· Reviewing system outputs.
· Testing if needed.
This is recorded through completion of this template.
[bookmark: _Toc208392904]Components of the evaluation
	Component
	Description

	Legislative reference
	The regulation, or the Rule from the Trust Framework Rules, the provider is required to comply with. 

	Expectation / Requirement
	Detail on how compliance with the legislative reference may be demonstrated.

	Suggested evaluation methodology
	Suggested means by which the provider can demonstrate compliance. 
Note that the independent evaluator will need to determine if these are appropriate to the service(s) for which accreditation is sought and may explain in the evaluation why different means of ensuring compliance are appropriate instead.

	Evidence gathered
	The ‘Evidence gathered’ fields MUST be completed by the independent evaluator.
These fields detail the evidence gathered by the independent evaluator to evaluate compliance. Formal evaluation takes place using interviews, walkthroughs, observations and review of technical evidence. Where needed, detailed testing is to be conducted. Relevant screenshots and additional evidence provided to highlight the effectiveness of controls should be included in the section Information and additional evidence used to inform your evaluation. 
The use of any existing evaluation reports should also be listed here, such as:
· ISAE 3402 / SOC 2 reports
· Reports on compliance with NZISM v3.8[footnoteRef:2] [2:  https://nzism.gcsb.govt.nz/] 

· ISO27001 certification and Statement of Applicability[footnoteRef:3]. [3:  https://www.iso.org/standard/75652.html ] 


	Conclusions
	The ‘Conclusions’ fields MUST be completed by the independent evaluator.
These fields detail the evaluator’s conclusions on whether the provider is compliant with the expectations / requirements. If these are not appropriate to the service or the evaluator has determined that there are appropriate compensating controls or design in place, the evaluator must explain their reasoning.
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[bookmark: _Toc208392905]Rule validation

All tables are to be completed by the independent evaluator.

	Legislative requirement
	Overall summary by independent evaluator

	All Trust Framework providers must ensure key security controls are identified, monitored, configured, and hardened in line with security control best practices.
	

	In the opinion of the independent evaluator, the applicant has appropriate policies and procedures for ensuring staff recruitment and service contracting are consistent with the TF rules and the regulations (per the table below) and will not pose a risk to-
(i) The security, privacy, confidentiality, or safety of the information of trust framework participants
(ii) The integrity or reputation of the trust framework.
	



	Legislative reference
	Expectation/Requirement
	Suggested evaluation methodology	
	Evidence gathered
	Conclusions

	Regulation 6(1)(d)
Information on data breaches, data losses, or cybersecurity attacks previously experienced by the applicant, and any controls implemented following those events.
	· Data breaches, data losses and cybersecurity attacks are tracked.
· Appropriate controls are implemented following any events, to mitigate the risk of recurrence. 
	· Review tracking mechanism
· Confirm whether appropriate controls have been implemented following any security events (see also evaluation against Rule 13(2))
Append information on data breaches, data losses or cybersecurity attacks, and associated control updates, to this evaluation
	
	

	Rule 13(2)
All Trust Framework providers must develop and implement a security management plan which: 
(a) identifies key personnel, information, and assets in relation to accredited digital identity services provided, and their associated risks; and 
(b) assesses the likelihood and impact of risks occurring; and 
(c) assesses adequacy of existing safeguards; and 
(d) determines which measures are likely to reduce or eliminate risks; and 
(e) implements security measures to reduce risks to an acceptable level.
	· A comprehensive security management plan is in place
	· Verify that the security management plan:
· identifies key personnel, information, and assets in relation to accredited digital identity services provided, and their associated risks; and 
· assesses the likelihood and impact of risks occurring; and 
· assesses adequacy of existing safeguards; and 
· determines which measures are likely to reduce or eliminate risks; and 
· implements security measures to reduce risks to an acceptable level.
	
	

	Rule 13(3)
All Trust Framework providers must complete a security risk assessment for the accredited digital identity service provided to inform the security management plan.

Rule 13(4)
The security risk assessment must, at a minimum, include assessments and mitigations for all the following risks as applicable to the accredited digital identity service being provided: 
(a) weak human resource security; and 
(b) insufficient incident response; and 
(c) insecure facilitation mechanism; and 
(d) credential loss due to device or facilitation mechanism failure; and 
(e) insecure API endpoints; and 
(f) service provider outage; and 
(g) compromise of trust framework provider infrastructure; and 
(h) security of hosting services; and 
(i) weak service provider access controls; and 
(j) credentials unable to be verified; and 
(k) unauthorised usage of valid credentials.

Rule 14(1)
All Trust Framework providers when completing a security risk assessment must assess the identified information and systems with regard to their value, importance, and sensitivity.
	· The security risk assessment includes, at a minimum, consideration of the risks identified in Rule 13(4).
· The security risk assessment is updated on a periodic basis to assess the impact of evolving threats.
· The security risk assessment has been used to inform the security management plan.
· The security risks posed by third-party organisations (including cloud providers) are assessed before onboarding a third-party, and then on an ongoing basis.

	· Verify that a security risk assessment has been performed for the service within the past 12 months.
· Confirm that:
· The structure of the security risk assessment aligns with generally accepted practices (eg. ISO 31000 and ISO 27005) and includes assessments and mitigations for the risks identified in Rule 13(4) at a minimum.
· The risk assessment considers the identified information and systems regarding their value, importance, and sensitivity.
· All the risks are within the TFA’s security risk tolerance, with none of the risks having a significant residual risk (e.g. major/high rating). Table at the end of this document is to be completed.
· A structured threat management process is followed to help inform the risks in the security risk assessment, and to ensure that the security risk assessment takes into account the evolving threat environment.
· Verify that a formal third-party security risk management process is in place to manage the security risks posed by third party organisations, and this includes requirements to:
· Ensure appropriate security related clauses are included in contracts.
· Assess the security risks and appropriateness of the controls implemented before a new third-party provider is onboarded.
· Re-assess the security risks and controls on an ongoing cyclic basis. 
	
	

	Rule 13(5)
All Trust Framework providers must undertake an independent assessment to validate that security risks are maintained appropriately.

Rule 14(2)
All Trust Framework providers must have processes in place to assess that their information security measures have been correctly implemented.
	· A structured security assurance programme is in place to validate the ongoing effectiveness of the key security controls.
· Security testing is performed by independent people.
· The security of any new systems is tested before being placed into production.
	
	· Verify that a structured annual programme of work is in place to validate the design and operating effectiveness of the key security controls in place.
· Confirm that security testing is performed for any new systems before they are placed into production, or after any significant change.
· (where relevant) Verify that any issues identified are documented and tracked through to remediation (or the risk accepted by an appropriate person, following a structured risk acceptance process).
	
	

	Rule 13(6)
All Trust Framework providers must have a designated individual who is responsible for identifying and managing security risks.
	· A designated individual is responsible for identifying and managing security risks
	· Confirm that a designated individual for identifying and managing security risks has been appointed
· Where appropriate, validate that the designated individual’s responsibilities are detailed in their job description and include responsibility for identifying and managing security risks.
	
	

	Rule 13(9)
All Trust Framework providers must develop and implement a business continuity plan which covers: 
(a) functions in relation to accredited digital identity service; and 
(b) recovery requirements for systems; and 
(c) identify and backup vital records; and 
(d) testing requirements and restoration procedures.
	· A formal BCP/DRP is implemented for each system or group of systems
· The Disaster Recovery Plan establishes the recovery timeframes for each system, including:
· The RTO (Recovery Time Objective).
· The RPO (Recovery Point Objective). 
· The Disaster Recovery Plan is tested on a periodic basis.
· Backups are regularly performed for all systems.
· The backup strategy for a system aligns with the recovery objectives established.
· Backups are stored in a secure manner.
· The ability to restore systems from backups is periodically tested.
	· Verify that formal Business Continuity Plan(s) / Disaster Recovery Plan(s) are in place, and:
· Include identified functions in relation to the service(s)
· Identify vital records
· Have been reviewed within the last 12 months
· Require testing of the plan to be performed on at least an annual basis.
· Verify runbooks detail the steps to follow to recover each system or group of systems.
· Verify that the Disaster Recovery Plan(s) has:
· Defined RTOs and RPOs for each system or group of systems.
· Been tested within the last year, and that the testing confirmed that the defined RTOs and RPOs were met.
· Verify that a backup strategy:
· Has been documented for each system or group of systems.
· Considers data stored in cloud systems.
· Is sufficient to meet the established RTO and RPO.
· Confirm that the success of all backup jobs is monitored, and that alerts are automatically generated and escalated for any backup failures.
· Confirm that restoration testing is performed to formally test the ability to restore from backups when needed.
· Verify that backups are appropriately secured (through such mechanisms as encryption and/or physical security controls) to prevent the accidental or unintentional destruction of the backups.
	
	

	Rule 13(10)
All Trust Framework providers must have documented instructions and procedures to assist personnel to identify, report and respond to security incidents.

Rule 13(11)
All Trust Framework providers must have documented policies and procedures for investigating security incidents.

Rule 13(14)
All Trust Framework providers must report significant cyber security incidents related to accredited digital identity services: 
(a) to the TF Authority; and 
(b) to CERT NZ; and 
(c) any other organisation as required by the TF Authority.
	· Documented instructions and procedures (security incident response plan) are in place to assist personnel to identify, contain, report and respond to security incidents.
· The security incident response process is tested on a periodic basis.
· Potential security incidents are monitored and any suspicious events escalated for follow-up.
· All significant security incidents are reported to:
· Trust Framework Authority.
· Any other organisation required by the Trust Framework Authority.
· Documented instructions and procedures are in place to assist personnel to analyse and investigate security incidents.
	· Confirm that adequate tools and procedures are implemented to detect potential security incidents, including, for example:
· Tools to monitor system events 24x7 for suspicious or unusual activity.
· Tools to detect the unauthorised egress of data from the environment.
· System integrity checking tools (such as a data characterisation solution).
· Verify that formal guidelines or operating procedures are in place to detail how potential security incidents are escalated and that all staff are made aware of how to report a potential security incident.
· Confirm that a formal Security Incident Response Plan is established and that it:
· Includes the processes to detect, analyse, contain and report, eradicate and recover from security incidents.
· Is supplemented by runbooks that cover the step-by-step instructions for common types of security incidents.
· Includes (or links to) a communications process to inform stakeholders and keep them up to date.
· Requires the plan to be tested regularly.
· Requires the Trust Framework Authority, the National Cyber Security Centre and any other organisation required by the Trust Framework Authority, to be notified of any significant security incidents.
· Confirm that the Security Incident Response Plan has been reviewed and tested within an appropriate timeframe.
	
	

	Rule 13(12)
All Trust Framework providers must establish an incident register and provide instructions for personnel to register security incidents.

Rule 13(13)
All Trust Framework providers must record at least the following information regarding security incidents: 
(a) time, date, and country of origin; and 
(b) description of the circumstances; and 
(c) whether the incident was deliberate or accidental; and 
(d) an assessment of the degree of compromise or harm; and 
(e) a summary of actions taken to resolve the incident.
	· Documented instructions are in place for personnel to be made aware of, and register, security incidents. 
· An incident register is maintained.

	· Confirm that staff are provided guidance to register security incidents.
· Confirm that a security incident register is maintained to record and track all identified security incidents, and that the register contains the following information (at a minimum) regarding security incidents:
· Time, date, and country of origin.
· Description of the circumstances.
· Whether the incident was deliberate or accidental.
· An assessment of the degree of compromise or harm.
· A summary of actions taken to resolve the incident.

	
	

	Rule 14(3)
All Trust Framework providers must have processes to ensure their security measures are fit for purpose by: 
(a) monitoring systems, networks, and processes for vulnerabilities; and 
(b) keeping up to date with evolving threats.
	· Processes are in place to ensure security measures are fit for purpose by:
· Monitoring systems, networks and processes for vulnerabilities; and
· Keeping up to date with evolving threats.
· A formal patch management process has been established that considers all technologies and aspects of the systems, including patching of applications, operating systems, databases, and firmware.
· Patches are applied in a timely manner following the release of them by vendors. 
· Where patches cannot be applied, mitigating controls are implemented which reduce the risk posed to a reasonable level.
· Vulnerability scanning is regularly performed to identify any potential vulnerabilities or misconfigurations. 
· Penetration testing is regularly performed to identify any potential vulnerabilities or misconfigurations. 
· Any vulnerabilities or misconfigurations identified are remediated in a timely manner. They are formally tracked from identification through to remediation.

	· Confirm that relevant sources for information about new vulnerabilities and security patches (such as vendor vulnerability alerts) are actively monitored.
· Verify that the patch management process has been documented, and that it:
· Considers patching at an operating system, application, and firmware level for all system components (not just for operating system patches, for example). 
· Considers patching for all technologies used.
· Includes the testing of patches.
· Establishes reasonable timeframes for the remediation of vulnerabilities (e.g., for the application of patches following their release).
· Contains a structured approach to evaluate and approve the implementation of mitigating controls when a patch is not available or cannot be installed.
· Includes regular reporting of the patch status of systems.
· Confirm that vulnerability scanning is performed for all systems components on at least a monthly basis.
· Confirm that independent penetration testing is performed on at least an annual basis.
· Review the reports from the most recent vulnerability scanning and penetration testing and verify that:
· The testing was comprehensive.
· The type of vulnerability scanning tools used aligned with what was being tested e.g., that a web vulnerability scanner was using for testing web-based applications.
· Any findings identified are recorded in a centralised register, where they are tracked through to remediation.
· The risk acceptance of any findings appears reasonable.
	
	

	Rule 14(4)
If information is no longer required, Trust Framework providers must ensure information is archived, destroyed, or disposed of securely and appropriately.
	· A process is in place to identify when information is no longer required
· A process is in place to ensure information is archived, destroyed or disposed of securely and appropriately.
· All data is securely deleted when assets are disposed of.
	· Confirm that a formal data destruction process is in place, and that the process requires:
· The archiving of data in line with the established data retention policy.
· The sanitisation or destruction of any media before equipment is disposed of.
· That formal authorisation is obtained before the sanitisation or destruction of the media.
· Verification of the sanitisation of media or IT equipment is done using a different product from the one used to perform the initial sanitisation.
	
	

	Rule 14(5)
All Trust Framework providers must have procedures to: 
(a) identify changes to normal behaviour; and 
(b) determine the extent and impact of anomalous behaviour on data confidentiality, integrity, or privacy breaches
	· A baseline of normal activity is established
· Continuous auditing and logging are implemented
· Incident analysis is conducted
· Privacy impact assessments are undertaken where appropriate
	· Determine if policies exist for monitoring and managing behavioural anomalies
· Evaluate logging mechanisms and determine whether anomalous activities are captured
· Assess whether technologies/tools used to detect abnormal behaviour are appropriate
· Determine how baseline (“normal”) is defined
· Evaluate how the provider responds to real or simulated abnormal behaviour, including consideration of data confidentiality, integrity and privacy.
	
	

	Rule 14(6)
All Trust Framework providers must collect and keep sufficient information regarding security events to support audits, investigations, and incident management, including: 
(a) external breaches; and 
(b) insider threats; and 
(c) longer-term persistent threats.

Rule 14(7)
All Trust Framework providers must separate, protect, and store event logs and analysis capabilities to ensure the availability, accuracy and integrity of the information captured and held.
	· User activity is logged.
· Event logs and analysis capabilities are separated, protected and stored to ensure the availability, accuracy and integrity of the information captured and held. 

	· Confirm that a logging standard or policy has been established that:
· Considers logging at an application, operating system, database, and network component level.
· Details:
· Retention/archival requirements.
· The list of events of be logged.
· How logs are protected.
· The log server availability requirements.
· How reliable delivery of log information to the log server is achieved.
· Requires the following information to be logged (at a minimum):
· All system start-up and shutdown.
· Service, application, component, or system failures.
· Maintenance activities.
· Backup and archival activities.
· System recovery activities.
· Special or out of hours activities.
· Requires the following events to be logged (at a minimum):
· Successful and failed logon attempts.
· All privileged operations.
· Failed attempts to elevate privileges.
· Security related system alerts and failures.
· System user and group additions, deletions, and modification to permissions.
· Unauthorised or failed access attempts to systems and files identified as critical to the organisation.
· Requires the following information to be recorded in the logs:
· Date and time of the event.
· Relevant system user(s) or processes.
· Event description.
· Success or failure of the event.
· Event source (e.g., application name).
· IT equipment location/identification.
· Confirm for a sample of systems that the logging implemented aligns with the requirements above and are retained for at least 18 months.
· Verify that an authoritative time source has been established for logging, and that all systems are synchronised with that time source.
· Verify how logs are protected from unauthorised access and modification, and from whole or partial loss within the retention period.
	
	

	Rule 14(8)
All Trust Framework providers must protect digital information and systems using approved cryptographic products, algorithms and protocols that are set out in the New Zealand Information Security Manual.

Rule 14(9)
All Trust Framework providers must securely manage cryptographic keys used in their accredited digital identity services following a documented key management plan.

Rule 14(10)
The key management plan must cover: 
(a) key management lifecycle; and 
(b) system description; and 
(c) records maintenance and audits.
	· All sensitive information sent over networks (including the Internet) is encrypted.
· Where information is not encrypted, an evaluation has been undertaken of whether this is appropriate.
· All sensitive information stored within systems is encrypted.
· Robust encryption protocols and algorithms are used.
· Encryption keys are managed in a structured manner throughout the lifecycle.
	· Verify that an encryption standard or policy has been documented, and that the standard or policy details:
· What the organisation’s approved cryptographic algorithms are.
· What the organisation’s approved cryptographic protocols are.
· When Key Management Plans are required, and what should be contained within a Key Management Plan.
· What the established cryptoperiods are for all keys and cryptographic implementations.
· Verify that approved cryptographic products, algorithms and protocols meet the requirements of NZISM.
· Confirm that all sensitive information is stored in an encrypted manner.
· Confirm that all data sent over networks (including the Internet) is encrypted in transit.
· Verify through the review of the most recent vulnerability scanning and penetration testing reports that:
· No weak encryption algorithms or protocols were in use.
· No instances of unencrypted traffic were identified.
· Verify that a Key Management Plan has been documented for any critical cryptographic systems or processes used to manage the delivery of the services.
· Verify that any Key Management Plan documents (at a minimum):
· The objectives of the cryptographic system and Key Management Plan.
· Key management lifecycle
· A description of the system.
· Roles and administrative responsibilities.
· Accounting processes.
· How information security incidents will be handled.
· Key management processes.
· Records maintenance and audits.
· Reference to related vendor documentation and related policies.
	
	

	Rule 15(1)
All Trust Framework providers must minimise or eliminate, so far as is reasonably practicable, the risk of plant and structures being maintained, accessed, used, or removed without appropriate authority.

Rule 15(2)
All Trust Framework providers must implement physical security measures in line with identified threats, vulnerabilities, and risk appetite.

Rule 15(3)
All Trust Framework providers must have processes in place to assess that their physical security measures have been correctly implemented.

Rule 15(4)
All Trust Framework providers must have processes to assess and respond to evolving threats or vulnerabilities and ensure physical security measures remain fit for purpose.
	· Physical access to the infrastructure delivering the identity services is restricted to those individuals that require physical access to undertake their roles.
· User access reviews include reviews over access to secure locations (e.g., data centres, server rooms, communication cupboards) used to deliver the services.
· Mechanisms are in place to achieve resilience requirements in normal or adverse situations, for example backup generators and alternate telecommunications services.
· Physical security measures are implemented in line with identified threats, vulnerabilities and risk appetite.
· Processes are in place to assess and respond to evolving threats or vulnerabilities and ensure physical security measures remain fit for purpose.
· Environmental controls are implemented to protect against environmental threats such as fire, flooding, and extreme temperatures. Environmental conditions are actively monitored and automatically escalated when outside of established parameters.
	· For any data centres, server rooms, patch cupboards, or other similar locations where IT equipment delivering the services is located, verify through walkthrough and inspection that the access controls in place sufficiently control access to the locations.
· Verify that user access reviews include access to physical locations.
· For any data centres or server rooms, verify that resilience mechanisms (such as backup generators and alternative telecommunications service) are in place and maintained in line with a defined maintenance plan.
· Confirm analyses of threats, vulnerabilities and risk appetite, and evolving threats and vulnerabilities, are undertaken.
· Verify appropriate measures are implemented as a result of the analyses of threats, vulnerabilities and risk appetite, and these are regularly assessed.
· Verify through walkthrough and inspection that environmental controls are implemented to protect against environmental threats.
· Confirm that environmental conditions are actively monitored, and that any alerts are raised and actioned upon.
	
	

	Rule 16(1)
All Trust Framework providers must ensure the eligibility and suitability of personnel who have access to information and systems that support operations relevant to accredited digital identity service.
Rule 16(2)
All Trust Framework providers must have processes to manage and assess the ongoing suitability of its personnel.
	· Staff are provided regular security awareness training.
· Security vetting is performed for staff.
· The ongoing suitability of staff is assessed.

	· Confirm that security vetting is performed on personnel who have access to information and systems that support operations relevant to accredited digital identity service, including:
· Employees.
· Contractors.
· Third-party support provider staff.
Where services are delivered by third-party support provider staff, their employer may perform the vetting. In those situations, confirmation that it has been completed without issues would be needed, rather than it needing to be reperformed.
· Confirm that the vetting process considers the ongoing suitability of staff.
	
	

	Rule 16(3)
All Trust Framework providers must have processes to manage changes in roles or the departure of personnel, including: 
(a) removal of access rights to physical and electronic resources; and 
(b) return of assets.
	· Documented exit and change of role procedures are in place.
· A user’s access is revoked in a timely manner when they leave an organisation.
	· Confirm that the processes to revoke access ensure that:
· All user access is removed on or before a person’s last day.
· All assets (e.g. computers, smartphones) are returned and accounted for.
· Verify for a sample of systems (including any central identity mechanisms used to authenticate staff) that there are no accounts for staff who have left the organisation.
	
	

	Rule 16(4)
All Trust Framework providers must set up trust framework role-based access management protocols.
	· A role-based access control model is used to manage access to the system(s). 
· The access that each role should be granted is formally defined and users are only provided the minimum access they require to perform their roles.
· A formal user access management process is in place and consistently followed to manage the:
· Granting of access to systems, including granting privileged access to systems.
· Changing of access to systems (e.g., when someone changes roles).
· Review of access to systems.
· Revocation of access to systems and to electronic resources.
· Return of assets
· Users’ access to systems is formally reviewed on a periodic basis.
· Shared user accounts are not used unless necessary, and then only if the identity of a person using a shared account can be positively confirmed through another mechanism.
	· Verify that the access rights that each role should hold within a system are documented e.g., within a RBAC (Role-Based Access Control) matrix.
· Verify that formal procedures are established to grant, change, review, and revoke user access to the systems.
· Confirm that the RBAC matrixes (or similar) established are used as a basis to grant, modify, and review access.
· Confirm that any user access outside of that established in the RBAC matrixes (or similar) requires approval of the system owner before being granted.
· Verify that user access reviews are performed on at least a six-monthly basis, and that:
· The reviews are documented.
· The reviews consider whether:
· Users continue to work for the organisation, and
· Users should continue to have privileged access.
· The results of the reviews are approved by each system owner.
· Verify that user access reviews have been recently performed for a sample of systems (including any central identity mechanisms used to authenticate staff).
· Verify for a sample of systems (including any central identify mechanisms used to authenticate staff) that there are no shared user accounts implemented, and if there is, that:
· A documented business case exists for the use of a shared account.
· The use of a shared account has been formally approved by the system owner.
· The identity of any person using a shared account can be positively confirmed through another mechanism.
	
	

	Rule 16(5)
All Trust Framework providers must ensure personnel receive communications regarding security policies, including: 
(a) responsibilities; and 
(b) issues and concerns.

Rule 16(6)
All Trust Framework providers must ensure personnel receive appropriate and up-to-date security training.
	· Staff members are made aware of the organisation’s security policies and standards, along with their role and responsibilities for maintaining security, and any issues or concerns.
· Personnel receive appropriate and up-to-date security training.
	· Confirm that security awareness training takes place when all relevant staff (including contractors) initially join the organisation, and then on an ongoing basis once joined.
· Confirm that a structured process is in place to follow-up on any staff who have not completed the security awareness training in the timeframes expected.
· Verify for a sample of new starters during the past year that they have completed their security training as expected through inspecting the training records.
· Confirm that all staff (including contractors and third-party support provider staff) are made aware of the organisation’s security policies and standards, along with their responsibilities for maintaining cyber security, through:
· The security policies and standards being made readily available e.g. through publishing on the intranet.
· Staff being made aware of the security policies and standards as part of the security awareness training provided.
· Staff with specific security roles having their responsibilities outlined within their position descriptions or contracts.
· The contracts with third-party support providers detailing the organisation’s expectations for managing security.
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Per Rules 13(3) and 13(4), TF providers must complete a security risk assessment. These rules define the minimum risks that must be assessed.
The independent security evaluation must consider the appropriateness of the controls implemented to mitigate these risks, and other relevant risks determined by the provider and/or the independent evaluator.
The acceptable risk ratings have been calculated by the Trust Framework Authority; this is the minimum acceptable risk for accredited digital identity services.
The independent evaluator must evaluate the risk once the relevant controls are in place (the residual risk). The residual risk is calculated by evaluating the likelihood and impact of the risk occurring, given the controls in place to mitigate the risk.
Likelihood and impact definitions are shown on page 25.
The table on the pages following are to be completed as part of the independent security evaluation. The controls relevant to the risks are to be documented in this table, along with an evaluation of the residual risk level.
The independent evaluator should use the Conclusion column to provide any additional information, such as explanation of why the acceptable risk levels are or are not achieved by the provider, and any context to justify differences if appropriate.
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	Risk
	Risk description
	Controls
	Acceptable risk
	Residual risk
	Conclusion

	
	
	
	Likelihood
	Impact
	Likelihood
	Impact
	

	Rule 13(4)(a)
Weak human resource security
	A provider’s environment is intentionally or unintentionally compromised by a staff member. This may be due to weak security awareness training or security vetting, and may lead to an information breach, modification, loss, or system outages.
This risk applies to the following services:
· Binding service.
· Authentication service.
· Information service.
· Credential service.
· Facilitation service.
	
	Almost never
	Moderate
	
	
	

	Rule 13(4)(b)
Insufficient incident response
	A security incident occurs at a Trust Framework Provider which is not responded to in a timely and effective manner. This may be due to weak monitoring or incident response processes, and may lead to an information breach, modification, loss, or system outages.
This risk applies to the following services:
· Binding service.
· Information service.
· Credential service.
· Authentication service.
· Facilitation service.
	
	Possible
	Minor
	
	
	

	Rule 13(4)(c)
Insecure facilitation mechanism
	A digital identity facilitation mechanism, such as a wallet, is compromised due to vulnerabilities being present within its source code. This may be due to insecure development practices, and may lead to an information breach, modification or loss.
This risk applies to the following services:
· Facilitation service.


	
	Possible but unlikely
	Minor
	
	
	

	Rule 13(4)(d)
Credential loss due to device or facilitation mechanism failure
	A digital identity facilitation mechanism (for example a wallet) is no longer accessible due to the device it was held on being lost or destroyed. Therefore, the credentials within the facilitation mechanism are no longer usable. If credentials are unable to be securely re-generated or migrated within a reasonable time, a user may be left with no digital credentials and not be able to access services they require.
This risk applies to the following services:
· Authentication service.
· Facilitation service.
· Credential service.
	
	Possible
	Minor
	
	
	

	Rule 13(4)(e)
Insecure API endpoints
	An API endpoint that is used by a digital identity service is compromised due to an insecure authentication or authorisation mechanism having been implemented. This may lead to unauthorised access to or modification of personal information.
This risk applies to the following services:
· Binding service
· Information service
· Credential service
· Authentication service.
· Facilitation service.
	
	Possible
	Moderate
	
	
	

	Rule 13(4)(f)
Service provider outage
	An outage occurs, causing disruptions at a Trust Framework Provider. The provider is not able to maintain or restore its services in a reasonable amount of time. This may lead to prolonged service outages.
This risk applies to the following services:
· Binding service.
· Authentication service.
· Information service.
· Credential service.
· Facilitation service.
	
	Almost never
	Minor
	
	
	

	Rule 13(4)(g)
Compromise of trust framework provider infrastructure
	A provider’s infrastructure is compromised due to vulnerabilities in the provider’s systems, misconfigurations, or successful cyberattacks. This may lead to potential unauthorised access, data breaches, service disruptions, or loss of confidentiality, integrity, or availability of customer data and services.
This risk applies to the following services:
· Binding service.
· Authentication service.
· Information service.
· Credential service.
· Facilitation service.
	
	Possible but unlikely
	Moderate
	
	
	

	Rule 13(4)(h)
Security of hosting services
	A provider is compromised due to a data centre breach, or compromise of their cloud service provider. This may lead to an information breach, modification, loss, or system outages.
This risk applies to the following services:
· Binding service.
· Authentication service.
· Information service.
· Credential service.
· Facilitation service.
	
	Possible but unlikely
	Minor
	
	
	

	Rule 13(4)(i)
Weak service provider access controls
	Technology components that deliver a digital identity service and protect its data are compromised due to weak access controls. This may lead to an information breach, modification, loss, or system outages.
This risk applies to the following services:
· Binding service.
· Authentication service.
· Information service.
· Credential service.
· Facilitation service.
	
	Possible but unlikely
	Moderate
	
	
	

	Rule 13(4)(j)
Credentials unable to be verified
	The mechanism used to verify credentials for authenticity expires or becomes unavailable due to inappropriate management. This leads to user credentials being unable to be verified.
Example scenarios:
· A certificate used to verify the authenticity of a widely used credential expires, invalidating many valid credentials.
· A key authentication provider has an outage, disrupting the issuance of new credentials.
· An administrator fails to follow appropriate standard operating procedures and does not renew a certificate in time, leading to credentials becoming unverifiable.
This risk applies to the following services:
· Credential service.
· Authentication service.
· Facilitation service.
	
	Possible but unlikely
	Minor
	
	
	

	Rule 13(4)(k)
Unauthorised usage of valid credentials
	A facilitation mechanism holding digital identity credentials is maliciously or accidently used by an unauthorised person. This may be due to insecure access controls to secure the facilitation mechanism and it may lead to the misuse of digital credentials and theft of identity.
This risk applies to the following services:
· Facilitation service.
· Authentication service.
	
	Possible
	Moderate
	
	
	


The independent evaluator should also update the table below with any additional risks relevant to the service(s). Add rows as required.
	Risk
	Risk description
	Controls
	Residual risk
	Conclusion

	
	
	
	Likelihood
	Impact
	

	
	
	
	
	
	

	
	
	
	
	
	



Risk rating definitions
[bookmark: _Toc447522990][bookmark: _Toc179256557]Likelihood (probability) evaluation
	Rating
	Description
	Meaning

	5
	Almost certain
	It is easy for the threat to exploit the vulnerability without any specialist skills or resources or it is expected to occur within 1 – 6 months.

	4
	Highly probable
	It is feasible for the threat to exploit the vulnerability with minimal skills or resources or it is expected to occur within 6 – 12 months.

	3
	Possible 
	It is feasible for the threat to exploit the vulnerability with moderate skills or resources or it is expected to occur within 12 – 36 months.

	2
	Possible but unlikely
	It is feasible but would require significant skills or resources for the threat to exploit the vulnerability or it is expected to occur within 3 – 5 years.

	1
	Almost never
	It is difficult for the threat to exploit the vulnerability or it is not expected to occur within 5 years.


[bookmark: _Toc447522991][bookmark: _Toc175922949]Impact (consequence) evaluation
The impact of risks includes consideration of any possible repercussions of the consequences of the identified risks, including cascade and cumulative effects.
	Rating
	Description
	Impact

	5
	Severe 
	· A significant number of users are subject to identity theft.
· Major reduction of usage and uptake of digital identity services.
· Major loss of trust from relying parties utilising digital identity services for verification.
· Major loss of trust from the public.
· The Trust Framework Provider suffers severe reputational damage.
· Media interest is sustained for a prolonged period (i.e., over a week) with major criticism levelled at the provider.
· External investigation into the incident is expected.
· Impact cannot be managed without significant extra human resources.
· Major additional financial resources are required for investigation, incident response and compensation.

	4
	Significant
	· Many users are subject to identity theft.
· Significant reduction of usage and uptake of digital identity services.
· Significant loss of trust from relying parties utilising digital identity services for verification.
· Significant loss of trust from the public.
· The Trust Framework Provider suffers significant reputational damage.
· Media interest is sustained for up to a week with criticism levelled at the provider.
· External investigation into the incident is expected.
· Impact cannot be managed without re-prioritisation of work programmes.
· Significant additional financial resources are required for investigation, incident response and compensation.

	3
	Moderate
	· A limited number of users are subject to identity theft.
· Moderate reduction in usage and uptake of digital identity services.
· Moderate loss of trust from relying parties utilising digital identity services for verification.
· Moderate loss of trust from the public.
· The Trust Framework Provider suffers limited reputational damage.
· Media interest is sustained for less than a week with criticism levelled at the provider.
· Internal investigation is commissioned by the provider.
· Impact can be managed with some re-planning and modest extra financial or human resources.
· Some additional financial resources are required for investigation, incident response and compensation.

	2
	Minor
	· A moderate number of users have a limited set of identity information disclosed.
· Loss of trust in digital identity services from impacted people.
· Slight reduction in uptake and usage of digital identity services.
· Senior management and stakeholders believe that the Trust Framework Authority’s reputation has been damaged. 
· Media interest is short-lived (i.e., a couple of days) and a small amount of blame is directed at the provider.
· Communications and recovery can be managed internally.
· Impact can be managed within current resources, with some re-planning.
· Limited additional financial cost.

	1
	Minimal
	· A small number/individual has a limited amount of identity information disclosed.
· Minor reduction in trust of digital identity services from impacted users.
· No reduction of uptake of digital identity services.
· The Trust Framework Provider’s reputation is unaffected.
· Limited to no media attention.
· All communications and recovery can be managed internally.
· Limited additional financial cost.




[bookmark: _Toc174356301][bookmark: _Toc177564677][bookmark: _Toc181716201][bookmark: _Toc208392907]Information and additional evidence used to inform the evaluation
The following documents were reviewed to inform this security evaluation (add rows as required):
	Document name
	Version
	Date

	
	
	

	
	
	

	
	
	

	
	
	


The following interviews, observations and visits were held to inform this security evaluation (add rows as required):
	Interviewee/s
	Date

	
	

	
	

	
	

	
	


The following evidence was provided to support the evaluation, which is relevant to this evaluation.
You may include here any of the following that are not recorded in separate documents:
· Any screen shots you take of the provider systems.
· Notes you make of discussions or interviews with representatives from the provider.


[bookmark: _Toc181716203][bookmark: _Toc208392908]Appendix A - Risks applicable for each Digital Identity Service
Risks applicable for each Digital Identity Service
	Risk
	Digital identity Service

	
	Credential
	Facilitation
	Authentication
	Information
	Binding

	Weak human resource security
	ü
	ü
	ü
	ü
	ü

	Insufficient incident response
	ü
	ü
	ü
	ü
	ü

	Insecure digital identity facilitation mechanism
	
	ü
	
	
	

	Credential loss due to device or facilitation mechanism (e.g. wallet) failure
	ü
	ü
	ü
	
	

	Insecure API endpoints
	ü
	ü
	ü
	ü
	ü

	Provider outage
	ü
	ü
	ü
	ü
	ü

	Compromise of provider infrastructure
	ü
	ü
	ü
	ü
	ü

	Security of hosting services
	ü
	ü
	ü
	ü
	ü

	Weak provider access controls
	ü
	ü
	ü
	ü
	ü

	Credentials unable to be verified
	ü
	ü
	ü
	
	

	Unauthorised usage of valid credentials
	
	ü
	ü
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