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[bookmark: _Toc181716192][bookmark: _Toc193728726][bookmark: _Toc208482914]About independent identification management evaluation
[bookmark: _Hlk176181047]As the regulator of accredited digital identity providers and services, the Trust Framework Authority assesses and accredits providers, and their services, against the Trust Framework legislation.
Independent identification management evaluators play a role in the evaluation of providers seeking accreditation under the Digital Identity Services Trust Framework (the Trust Framework). 
Independent identification management evaluators provide an evaluation on whether the provider meets the requirements of the Trust Framework Authority as set out in Part 2 of the Digital Identity Services Trust Framework Rules 2024 (the Trust Framework Rules) and associated New Zealand Identification Standards (Identification Standards).
The Trust Framework Authority will make the final assessment and accreditation decision.
If you have questions about the evaluation process or this guidance, or need assistance, please contact the Trust Framework Authority at TFA@dia.govt.nz.

[bookmark: _Toc177564673][bookmark: _Toc181716193][bookmark: _Toc193728727][bookmark: _Toc208482915][bookmark: _Toc177564674]Structure of the evaluation
[bookmark: _Toc181716194]This template is for use by independent identification management evaluators. 
The provider will:
· Select an independent evaluator from the list of evaluators considered by the Trust Framework Authority to have the appropriate skills, knowledge and experience to conduct identification management evaluations. One independent identification management evaluator should perform all aspects of the evaluation including reviewing and assessing all documentation provided.
· Agree pricing and scope with the independent evaluator.
· Provide required information and documentation to the independent evaluator.
· Submit the completed evaluation and all materials used to complete the evaluation to the Trust Framework Authority for assessment, with the remainder of the application.
The independent evaluator will:
· Agree pricing and scope with the provider.
· Complete the evaluation using the information and documentation provided, along with any other information obtained through interviews, walkthroughs and observations.
· Complete this template.
Inputs to the evaluation
When completing your evaluation, save copies of all documentation. This should include:
· Any additional documents that you request from the provider.
· Any screen shots you take of the provider’s system(s).
· Notes you make of discussions or interviews with representatives from the provider.
These must be listed in the section on information used to inform your evaluation. Documents must be given to the provider for them to submit to the Trust Framework Authority as part of their accreditation application.
[bookmark: _Toc193728728][bookmark: _Toc208482916]Introduction
This document records the identification management evaluation for [Provider name] for [Service name].
[bookmark: _Toc174356299][bookmark: _Toc177564675][bookmark: _Toc181716195][bookmark: _Toc193728729][bookmark: _Toc208482917]Evaluation details
	Evaluation details

	Provider
	

	Date submitted
	

	Service name
	

	Digital identity service(s) applied for
	

	Evaluator
	

	Evaluator organisation
	

	Reviewer (if relevant)
	

	Date evaluation completed
	

	Template version
	V1.0
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[bookmark: _Toc208482918]Evaluation of conformance

Independent identification management evaluation involves evaluating conformance of digital identity service(s) to the Trust Framework Rules and the associated Identification Standards. 
The following is completed by the evaluator:
· Confirmation of any current statements or certificates of conformance held by providers.
· Examination of documentation that has been agreed upon as part of the evaluation scope.
· Information gathering: Collection of additional insights through interviews, walkthroughs, and direct observations.
[bookmark: _Hlk203052175]Providers need to have the opportunity to respond to the evaluation of conformance to the Trust Framework Rules, particularly where a Rule is not met or is met at a lower level than expected. This may include providing context on the issue, whether there are compensating controls in place, or existing plans to remediate the issue and the timeframes for this to occur.
Where Rules are evaluated as not met or only partially met, the provider should implement the changes recommended by the evaluator, or equivalent mitigations. Once these changes have been made, the provider can resubmit the relevant information to the evaluator for re-evaluation. An application for Trust Framework accreditation requires the relevant Rules to be met.
[bookmark: _Toc208482919]Evaluation
Each type of service as referred to in Part 2: Service rules in the Trust Framework Rules requires evaluation of conformance to different rules and associated standards. 
There are five Rules Validation Plans in this document, which allow evaluation against each set of service rules. The evaluator should select the Rules Validation Plan(s) relevant to the service and delete the remainder. 
In general:
· For information, binding, and authentication services, the Trust Framework Rules only require providers to conform with the associated Identification Standard. 
· For credential and facilitation services, there are additional Trust Framework Rules that providers must comply with, in addition to the requirement to conform with the associated Identification Standard.


There are two ways a provider can show they meet the required rules and standards:
· Obtain a conformance assessment by an authorised Assessor[footnoteRef:2] [2:  Authorised Assessors include Identity Consultants at the Department of Internal Affairs] 

OR
· Receive an opinion from an Independent Identification Management Evaluator[footnoteRef:3]. [3:  Independent Identification Management Evaluators are listed at https://www.dia.govt.nz/Trust-Framework-for-Digital-Identity-Independent-evaluators.] 

If the provider already has a current certificate or statement from an authorised Assessor (approved by the Standard Owner), they can use it to reduce the amount of evaluation work. Independent Identification Management Evaluators should not repeat or duplicate assessments that have already been done.
For collating evidence for evaluation of the Identification Standards both the provider and the independent identification management evaluator can use the checklists available from https://www.digital.govt.nz/standards-and-guidance/identity/identification-management/identification-standards/conforming-with-the-identification-standards. 
Assurance levels in the Identification Standards
In the Rule Validation Plans, the level of assurance for each attribute in a service will need to be recorded and reviewed separately.
Each control may have different requirements depending on the level of assurance sought for the attribute. If there are different levels, they will be shown in the ‘Levels of Assurance’ tables.
Independent identification management evaluators should always check the guidance for each Identification Standard to understand how to apply it correctly.
Please refer to the rules and standards:
· https://www.dia.govt.nz/Trust-Framework-for-Digital-Identity-Legislation 
· Identification management | NZ Digital government.
Overall evaluation
Once all the relevant Rule Validation Plans have been completed, the independent identification management evaluator is required to provide an overall evaluation of whether, in their opinion, the service standards and the rules are met by the provider. The evaluator should consider the results of all the relevant Rule Validation Plans in order to provide this overall evaluation.
[bookmark: _Toc193728735][bookmark: _Toc208482920]Components of the rule evaluation plan
	Component
	Description

	Rule ID
	The Rule number

	Rule 
	The Rule in full

	Evaluation methodology
	How the independent evaluator will evaluate the effectiveness of the Rule. This will make use of the conformance workbooks

	Evaluation
	The opinion of the independent evaluator of whether the service provider has MET or NOT MET the requirements

	Comments
	Any specific comments related to the meeting of the Rule.  
This could include:
· the provider’s comments
· whether there are compensating controls in place to address the issue
· any other details to provide context on the issue

	Attribute/Information 
or Authenticator
	The attribute/information or authenticator being assessed

	Purpose
	The purpose for which the attribute/information is collected

	Risk indicated level
	The risk assessed or desired level of assurance to be met

	Assessed level achieved
	The actual level met. This represents the highest level achieved by all controls

	Notes
	Any additional notes, especially where the indicated and assessed levels differ
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[bookmark: _Toc208482921][bookmark: _Toc193728736]Independent identification management evaluation

	Overall evaluation
	Conclusion of the Independent Identification Management Evaluator

	The service is a service that the applicant can provide in a way that meets the service standards, and complies with the processes, specified in the TF rules.
	








[bookmark: _Toc208482922]Rule validation plan - Information services
Service rules – Information service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	5(1)
	A Trust Framework provider of an information service must provide attributes with a level of information assurance established in accordance with the Information Assurance Standard under the Identification Standards. 
	· Confirm the provider holds a statement of conformance with the Information Assurance Standard.
OR
· Confirm through review of documentation listed for Information Assurance Controls in the Information and Binding Assurance Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the level of information assurance claimed for each attribute in the information service is correct. 
	
	


[bookmark: _Hlk197687530]Levels of information assurance - LoIA
	Attribute/ Information
	Purpose
	Risk indicated LoIA
	Assessed LoIA achieved
	Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc193728737][bookmark: _Toc208482923]Rule validation plan - Binding services
Service rules – Binding service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	6(1)
	A Trust Framework provider of a binding service must undertake entity binding in accordance with the Binding Assurance Standard under the Identification Standards. 
	· Confirm the provider holds a statement of conformance with the Binding Assurance Standard.
OR
· Confirm through review of documentation listed for Binding Assurance Controls in the Information and Binding Assurance Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the level of binding assurance claimed for each attribute in the binding service is correct.
	
	



Levels of binding assurance - LoBA
	Attribute/ Information
	Purpose
	Risk indicated LoBA
	Assessed LoBA achieved
	Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc193728738][bookmark: _Toc208482924]Rule validation plan - Authentication services
Service rules – Authentication service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	7(1)
	A Trust Framework provider of an authentication service must undertake authentication assurance in accordance with the Authentication Assurance Standard under the Identification Standards. 
	· Confirm the provider holds a Statement of conformance with the Authentication Assurance Standard.
OR
· Confirm through review of documentation listed for Authentication Assurance Controls in the Authentication Assurance Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the level of authentication assurance claimed for each attribute in the authentication service is correct.
	
	



Levels of authentication assurance - LoAA
	Authenticator
	Risk indicated LoAA
	Assessed LoAA achieved
	Notes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




[bookmark: _Toc193728739][bookmark: _Toc208482925]Rule validation plan - Credential services
Service rules – Credential service
	Rule ID
	Rule
	Evaluation method
	Evaluation
	Comments

	8(1)
	All credentials issued by Trust Framework providers of a credential service must conform with the controls set out in the Federation Assurance Standard - Requirements for Credential Providers establishing Credentials under the Identification Standards. 
	· Confirm the provider holds a statement of conformance with Part 1 of the Federation Assurance Standard.
OR
· Confirm through the Rule Validation Plans above, that the Credential(s) are using identification processes that comply with the:
· Information Assurance Standard.
· Binding Assurance Standard.
· Authentication Assurance Standard.
· Confirm through review of documentation listed for Credential Establishment Controls in the Credential Establishment Conformance Workbook that the service meets the requirements for each attribute. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the levels of assurance claimed for each attribute in the credential service represent the correct LoIA, LoBA and LoAA values.
	
	

	8(2)
	All credentials issued must comply with one of the following: 
(a) W3C Verifiable Credential Data Model (latest version holding recommended status); or 
(b) ISO 18013-5: Mobile driving licence (mDL) application (latest published version); or 
(c) ISO 23220 series: Cards and security devices for personal identification – Building blocks for identity management via mobile devices (latest published versions).
	· Confirm the provider holds a current conformance certificate or statement issued by an authorised assessor.
OR
· Confirm through review of documentation and observation that the credentials issued comply with:
· W3C Verifiable Credential Data Model (latest version holding recommended status); or
· ISO 18013-5: Mobile driving licence (mDL) application (latest published version); or
· ISO 23220 series: Cards and security devices for personal identification – Building blocks for identity management via mobile devices (latest published versions).
	
	

	8(3)
	All Trust Framework providers of credential services must provide a means to revoke a credential issued by the provider. 
(a) Users must be able to revoke a credential issued to them. 
(b) Subjects must be able to revoke a credential containing their personal information, or organisational information. 
(c) Agents acting on behalf of a subject must be able to revoke a credential containing the personal or organisational information of that subject. 
(d) Revocation must occur as soon as practicable after a request is made by the user, subject or agent.
	· Confirm through review of documentation and observation that a mechanism exists to revoke a credential issued by a provider. Specifically:
· Users must be able to revoke a credential issued to them. 
· Subjects must be able to revoke a credential containing their personal information, or organisational information. 
· Agents acting on behalf of a subject must be able to revoke a credential containing the personal or organisational information of that subject. 
· Confirm through review of documentation and observation that revocation occurs as soon as practicable after a request is made by the user, subject or agent.
	
	

	8(4)
	All credentials must be verifiable for validity by relying parties. 
(a) Credential verification activity must not be tracked or correlated by the Trust Framework providers.
	· Confirm through review of documentation and observation that all credentials must be verifiable for validity by relying parties, and that Credential verification activity must not be tracked or correlated by the Trust Framework providers.
	
	

	8(5)
	All Trust Framework providers of credential services must publish the standards and formats their service supports on a publicly available website.
	· Verify that the standards and formats that the service supports are published on a publicly available website.
	
	


Levels of assurance
	Attribute/ Information
	Purpose
	Risk indicated LoIA, LoBA, LoAA
	Assessed LoIA, LoBA and LoAA achieved
	Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




[bookmark: _Toc193728740][bookmark: _Toc208482926]Rules validation plan - Facilitation services
Service rules – Facilitation service
	Rule ref.
	Rule
	Evaluation methodology
	Evaluation
	Comments

	9(1)
	Trust Framework providers of facilitation services must establish facilitation mechanisms in accordance with the Federation Assurance Standard - Requirements for Facilitation Providers establishing facilitation mechanisms under the Identification Standards. 

	· Confirm the provider holds a Statement of conformance with Part 2 of the Federation Assurance Standard.
OR
· Confirm through the Rule Validation Plans above, that the Facilitation mechanism is using identification processes that comply with the Authentication Assurance Standard.
· Confirm through review of documentation listed for Facilitation mechanism Establishment Controls in the Facilitation Mechanisms Conformance Workbook that the service meets the requirements. 
· Confirm though observation that the service performs as documented.
	
	

	9(2)
	Facilitation mechanisms must be able to hold credentials of at least one of the credential formats listed in rule 8(2).
	· Confirm through review of documentation and observation that the facilitation mechanisms can hold at least one of the following credential formats:
· W3C Verifiable Credential Data Model (latest version holding recommended status); or
· ISO 18013-5: Mobile driving licence (mDL) application (latest published version) or
· ISO 23220 series: Cards and security devices for personal identification – Building blocks for identity management via mobile devices (latest published versions).
	
	

	9(3)
	Users must be enabled to remove a credential from a facilitation mechanism at any time.
	· Confirm the provider holds a statement of conformance with Part 2 of the Federation Assurance Standard.
OR
· Confirm through review of documentation and observation that users must be enabled to remove a credential from a facilitation mechanism.
	
	

	9(4)
	Trust Framework providers of facilitation services must present credentials in accordance with the Federation Assurance Standard - Requirements for the presentation of Credentials by Facilitation Providers under the Identification Standards. 
	· Confirm the provider holds a statement of conformance with Part 3 of the Federation Assurance Standard.
OR
· Confirm through review of documentation listed for Credential Presentation Controls in the Facilitation Mechanisms Conformance Workbook that the service meets the requirements. 
· Confirm though observation that the service performs as documented.
AND
· Confirm that the levels of assurance claimed for each attribute in the facilitation service  represent the correct LoIA, LoBA and LoAA values.
	
	

	9(5)
	All credential presentations must comply with one of the following: 
(a) For W3C complying credentials as per Rule 8(2)(a): 
(i) W3C Verifiable Credential Data Model (latest version holding recommended status); or 
(b) For ISO 18013 complying credentials as per Rule 8(2)(b):
(i) ISO 18013-5: Mobile driving licence (mDL) application (latest published version) if the presentation is in person; or 
(ii) ISO 18013-7: Mobile driving licence (mDL) add-on functions (latest published version) if the presentation is not in person.
(c) For ISO 23220 complying credentials as per Rule 8(2)(c):
(i) An appropriate presentation standard published in the ISO 23220 series; or
(ii) ISO 18013-5: Mobile driving licence (mDL) application (latest published version) if the presentation is in person; or
(iii) ISO 18013-7: Mobile driving licence (mDL) add-on functions (latest published version) if the presentation is not in person.
	· Confirm through review of documentation and observation that all credential presentations comply with one of the following:
· W3C Verifiable Credential Data Model (latest version holding recommended status); or 
· ISO 18013-5: Mobile driving licence (mDL) application (latest published version); or 
· ISO 18013-7: Mobile driving licence (mDL) add-on functions (latest published version); or
· An appropriate presentation standard published in the ISO 23220 series. 
	
	

	9(6)
	Credential presentation must only present attributes the user has authorised to present.
	· Confirm the provider holds a statement of conformance with Part 3 of the Federation Assurance Standard.
OR 
· Confirm through review of documentation and observation that credential presentation only presents the attributes a user has authorised.
	
	

	9(7)
	All Trust Framework providers of facilitation services must publish the standards their service supports on a publicly available website.
	· Verify that the standards and formats that the service supports are published on a publicly available website.
	
	

	9(8)
	Facilitation mechanisms must not allow server retrieval of any data contained in a credential presentation, at the time of the presentation.
	· Confirm through review of documentation and observation that no server retrieval of any data contained in a credential presentation, as the time of presentation.
	
	

	9(9)
	Facilitation mechanisms should not enable flash pass credential presentations.
	· Confirm through review of documentation and observation that the facilitation mechanism does not enable flash pass credential presentations. If flash pass is enabled, provide commentary i.e. rationale, what is displayed and if any mechanisms to prevent duplication (i.e. screenshotting) have been employed.
	
	



Levels of assurance
	Attribute/ Information
	Purpose
	Risk indicated LoIA, LoBA, LoAA
	Assessed LoIA, LoBA and LoAA achieved
	Notes
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[bookmark: _Toc174356301][bookmark: _Toc177564677][bookmark: _Toc181716201][bookmark: _Toc193728742][bookmark: _Toc208482927]Information and additional evidence used to inform your evaluation

The following documents were reviewed to inform this evaluation:
	Document name
	Version
	Date

	
	
	

	
	
	

	
	
	

	
	
	


The following interviews, observations and visits were held to inform this identification management evaluation:
	Interviewee/s
	Date

	
	

	
	

	
	

	
	


The following evidence was provided to support the evaluation, which is relevant to this evaluation.
You may include here any of the following that are not recorded in separate documents:
· Relevant checklists available from https://www.digital.govt.nz/standards-and-guidance/identity/identification-management/identification-standards/conforming-with-the-identification-standards 
· Any screen shots you take of the provider systems.
· Notes you make of discussions or interviews with representatives from the provider.
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[bookmark: _Toc181716204][bookmark: _Toc193728743][bookmark: _Toc208482928]Appendix A - Glossary
	Term
	Definition

	Authentication service
	A service that enables a user to use an authenticator to access a service, for example a log-in service or a 2–factor authentication service.

	Authenticator
	Means information or another thing, for example a password, a personal identification number, or a fingerprint, that:
a) Is known to, or possessed or controlled by, a user.
b) Is bound or otherwise linked to the user during an interaction with a service.
c) Can be used by the user during subsequent interactions with the service to prove the user is the same person.

	Bind
	In relation to personal or organisational information, means to securely link it to the correct individual or organisation by checking that it relates to that individual or organisation.

	Binding service
	A service that binds personal or organisational information.

	Credential
	A digital record of bound personal or organisational information, for example a digital vaccination record, that can be:
a) Accepted by a Relying Party or another person as being valid without further verification of the information itself.
b) Relied on by a Relying Party or another person.

	Credential service
	A service that creates a reusable credential.

	Facilitation
	Means the processes that support users to claim, hold and manage their credentials, and to share or present their credentials with relying parties.

	Facilitation mechanism
	Means a product that can facilitate the presentation of one or more credentials (fully or partially) in response to a request from a Relying Party. Examples include digital wallets.

	Facilitation service
	A service that uses a facilitation mechanism to enable a user to present a credential to a Relying Party.

	Trust Framework Provider
	An accredited provider of any digital identity service. The definition is defined in section 5 of the Digital Identity Services Trust Framework Act 2023
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