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[bookmark: _Toc203547014][bookmark: _Toc206145547][bookmark: _Toc207971423]Introduction
The Department of Internal Affairs (the Department) is undertaking targeted consultation seeking advice on the privacy and security of digital identity information that is held by the Department in New Zealand. The Department is seeking views from technical experts on how digital identity information that is held by the Department can be kept private and secure when sharing information with third parties. 
The goal is to understand how to maintain the privacy and security protections over the information that the Department holds on behalf of New Zealanders. 
[bookmark: _Toc226547156]Making a submission
You have until 25 May 2026 to provide your feedback on this discussion document. 
If you would like to provide a written submission, attend an upcoming workshop, or request to meet with the Department to discuss these proposals, you can email the Department at: digitalidentity.consultation@dia.govt.nz.
You can comment on as many or few of the questions as you choose.
[bookmark: _Toc189478638][bookmark: _Toc196396729][bookmark: _Toc203547017][bookmark: _Toc206145550][bookmark: _Toc226547157]How we will use your feedback
[bookmark: _Toc189478639]The Department will use your feedback to develop advice on any future work in digital identity to the Minister of Internal Affairs. 
[bookmark: _Toc226547158]How we treat your information
The Department will keep all submissions consistent with our obligations under the Public Records Act 2005 (the Public Records Act). The Department may publish submissions on our website; www.dia.govt.nz. If we do, we will publish the names of organisations, not people. 
The Department is subject to the Official Information Act 1982 (OIA). This means that your feedback becomes official information. It can be requested and released under the OIA, unless there are sufficient grounds for withholding it.
If you do not want any information contained in your submission released, you need to make this clear in your submission and explain why. This will assist us in making withholding decisions. We cannot guarantee that your information will be withheld. 
[bookmark: _Toc191977185][bookmark: _Toc192496693][bookmark: _Toc226547159][bookmark: _Toc189478640]Personal information 
The Privacy Act 2020 (the Privacy Act) governs how the Department collects, holds, uses, discloses and disposes of personal information about submitters and their feedback. Submitters have the right to access and correct personal information.
	
Any personal information you supply to the Department when making a submission will only be used for the purpose of assisting in the development of advice in relation to this consultation or a related purpose, or for contacting you about your submission. 


[bookmark: _Toc226547160]Executive summary
The Department of Internal Affairs (the Department) is the steward of key identity information for people in New Zealand, including birth, citizenship, and passport information. This information supports identity verification, confirmation services, and trusted digital identity products that allow people to prove who they are and share information about themselves when needed.
The Department’s handling of digital identity information is governed by the Privacy Act 2020 and relevant digital identity legislation, which sets requirements for how identity information is collected, stored, used, shared, and disposed of, with a focus on protecting privacy and keeping information secure.
Our systems of handling identity information are changing
The Department acts as an authoritative source of core identity information, such as name, date of birth, and photograph. Its role includes ensuring this information is accurate, protected from misuse, and shared only in ways that are lawful, transparent, and consistent with user consent. The Department currently operates predominantly through centralised identity systems, where identity data is held in government‑managed registers and shared under legislative authority, consent mechanisms, and formal information‑sharing arrangements
This discussion document seeks input on whether additional safeguards are needed as New Zealand moves toward a more decentralised approach to digital identity. In this model, people may hold digital credentials in private digital wallets and share selected information directly with third parties, such as businesses or service providers. While this approach can reduce unnecessary data sharing and improve user control, it also means that third parties may have a greater role in handling identity information.
The discussion document follows the life cycle of identity information 
Identity information moves through a life cycle of collection, storage, use, sharing, and disposal. Each stage is regulated by the Privacy Act 2020 and information management requirements. As digital identity systems become more decentralised, some parts of this life cycle—particularly how information is used, shared, and disposed of—may be managed by third parties, increasing the importance of clear controls and expectations.
The discussion document focuses on privacy and security
This document seeks to gather information on in the ways the Department can secure the privacy and security of the digital identity information that it holds in a future model where identity information is held and shared digitally in a decentralised environment.
For this document, privacy refers to how information is governed, including consent, transparency, and limiting information to what is necessary. Security refers to the measures used to protect identity information from unauthorised access, misuse, or loss. The central question is whether existing settings provide sufficient protection in a decentralised environment, or whether further safeguards are needed to maintain public trust.
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[bookmark: _Summary_of_proposals][bookmark: _Background_to_the][bookmark: _Toc226547161][bookmark: _Toc203547023][bookmark: _Toc197929936][bookmark: _Toc199313672][bookmark: _Toc199313737][bookmark: _Toc199920993][bookmark: _Toc200619737][bookmark: _Toc202770677][bookmark: _Toc200619739]The Department of Internal Affairs holds personal information on behalf of people in New Zealand
	The Department holds core identity information on behalf of people in New Zealand, including name and birth information. People are able to use this information to prove their identity and securely share information about themselves to others.


[bookmark: _A_digital_identity][bookmark: _Toc207971428][bookmark: _Toc208843729][bookmark: _Toc208843869][bookmark: _Toc210028023][bookmark: _Toc210048506][bookmark: _Toc226547162]The Department holds information that enables people to prove their identity and securely share information about themselves
The Department is the steward of identity information for New Zealanders and is responsible for the Civil Registrations system that registers and records vital events within NZ such as births, deaths, and marriages. The Department has a lead role in supporting digital, customer-centred services across government.[footnoteRef:2] In providing people with an authoritative digital identity, the Department uses authoritative, core identity information that: [2:  The Department’s Identity Services | Digital Identity] 

· it holds, such as birth information held on the birth register, citizenship information held on the citizenship register, and passport information held on the passports database
· is held by the Ministry of Business, Innovation and Employment – Immigration New Zealand where the person is not a New Zealand citizen.[footnoteRef:3] [3:  Under RealMe, the Department currently gathers information from  DIA and MBIE-INZ (where the person is not a citizen) to make a RealMe verified identity. The information is stored by DIA on a centralised database.] 

This information – core identity information that the Department holds and handles on behalf of New Zealanders – makes up the scope of information that we are considering in this discussion document.
There is a glossary of terms and abbreviations at Appendix A. But, along with understanding what a verifable credential is, the other key terms specific to discussion document are:
authoritative source: a primary record of personal or organisational information. It is often a government or other organisation that first collects that piece of identity information about a person, and is maintained there. 
For example, the Chief Executive of the Department of Internal Affairs as part of their role fulfilling one of the Department’s functions, the Registrar General of Births, Deaths and Marriages who collects birth registrations (and sits within the Department) or the Chief Executive of the Ministry of Business, Innovation and Employment (MBIE) who collects information about non-citizens as part of their oversight of Immigration New Zealand.
core identity information: biographic and biometric identity information attributes from a person or an authoritative source that are used to establish a person’s identity, the authenticity of their identity information and their connection to that information, and to create digital identity credentials and other credentials. This includes information like someone’s name, date of birth, and photo.
derived information: information that is derived from information that we hold, such as whether someone may be “over the age of 18” (as opposed to their date of birth, which we hold). 
identity information: any information that is capable of identifying a living human being. It doesn’t have to include a person’s name or a photograph. It can be a combination of one or more attributes that, when combined, could be used to identify them. Where this information is in a digital format, this is referred to as digital identity information.
verifiable credential: a standardised digital package of information that a person can hold and use, in many cases as an alternative to hard copy documents, which has been cryptographically secured. A verifiable credential does not require a relying party to verify information in a credential themselves. In the context of the Department, this most commonly refers to an identity credential that is created after a person’s identity is confirmed using multiple core information attributes from authoritative sources.
[bookmark: _Toc226547163]Digital identity information has a ‘life cycle’
For digital identity information – information that can identify a person online – to be “used” by the Department, it must be collected, stored, used, shared, and disposed of. The requirements the Department must follow at each stage are set out in the Privacy Act 2020 (the Privacy Act). The Privacy Act and the information privacy principles that it contains set out a legal framework to protect an individual’s right to privacy of personal information during the different stages of the life cycle. In practice, the digital identity life cycle looks like:
· before it can be used, information must be collected. This can be done in many ways – for example, when the birth of a child in New Zealand is entered into the birth register, or when someone registers a change in their name. Often, information is collected at the same time as it is being created. This can be done through different methods, such as paper or online forms.
· information that is collected is immediately stored. This can be on a local database, or as encrypted data on a server, or through a content management system, depending on how it is collected. Information can be retained for different amounts of time, depending on what that information is used for.
· information is then used for different purposes, such as where information is checked against an authoritative source for issuing a RealMe verified identity, checking registry details when someone is applying to be a celebrant, or when someone is requesting a birth certificate for their child.
· information can then be shared if appropriate, such as verifying age if someone is looking to access age-restricted products, or through information sharing agreements with other organisations and through RealMe (where the participating agencies are authorised). 
· at the end of the transaction, information that is no longer needed should be disposed of – such as selfies that are used to check against information in Identity Check. Usually, this is governed through data retention and disposal schedules.
The Department, as well as some third parties, currently take the information we hold through this cycle. In a decentralised digital identity landscape (discussed below), third parties have more of a role in using and handling digital identity information, and take this information through the life cycle. If the Department creates a verifiable credential following a user’s request, the personal identity information that the user chooses to share with the third parties will depend on the privacy and security arrangements put in place by the Department.
It is useful for the Department to understand whether there are additional privacy and security requirements that could be placed on top of the Privacy Act requirements to ensure the integrity of the information we hold. 
[bookmark: _Toc226547164]The Department provides digital identity products and services through a centralised system where the government holds onto and manages personal identity information
The Department currently provides people in New Zealand with digital identity products and services through a RealMe verified identity and through Identity Check. These rely on a combination of consent, terms of use, the Privacy Act, and digital identity legislation that governs specific products and services, using information held in and shared from separate registers that are held centrally.[footnoteRef:4] There are an increasing number of threats to current systems, and technology – as well as people’s changing expectations for our infrastructure –since RealMe was established.  [4:  The Electronic Identity Verification Act 2012 specifically governs the RealMe Identity Verification Service, and the Identity Information Confirmation Act 2012 governs the Confirmation Service that connects people to their hard copy identity documents.  ] 

The Minister of Internal Affairs has instructed the Department to consult on the privacy and security implications of information that is held and used by the Department in for digital identity purposes. The recent Manage My Health data breach has also resulted in greater interest and scrutiny in the privacy and security of identity information, including digital identity products and services that are shared with third parties, and underscored the importance of strong stewardship of identity information held by government agencies.
In the future, the Department may be able to issue a voluntary, consent-based, standards-based “verifiable credential” that people can store securely and share privately from a digital wallet on their mobile device. A verifiable credential can be trusted by a relying party or another person online without verifying the information themselves. Verifiable credentials will not be direct digital copies of today’s documents, but newly designed credentials that can better meet people’s needs to prove who they are in a modern, digital world, if they opt into using them. Verifiable credentials will make it easier for people to prove their identity and share information about themselves.
	Verifiable credentials:
· are a way for people to prove their identity and securely share information about themselves online and in person
· are privacy‑preserving because they allow users to prove something about themselves (e.g., if they are over 18) without revealing information about themselves that is not needed for them to access the product or service (e.g., their physical address).
· can help government and other organisations to provide efficient and effective services to their clients and customers, including those who want to do things online.


For example, the Department could use information from the citizenship register to create a verifiable credential proving a person is citizen. It could use marriage or civil union information to create a relationship credential, or information collected about charitable trustees to create someone a verifiable credential that may support them to apply for charity grant funding online. 
The use of a verifiable credential could enhance privacy. A verifiable identity credential would enable the flexibility for users to provide only the information that is required for them to access a service. This would, in turn, lessen the amount of identity information that government and other organisation collect. For example, a verifiable credential can only provide a date of birth, or it could provide proof that a person is over 16 or 18 years old without showing their date of birth. In turn, this can lessen the information we need to provide to organisations in order for people to be able to prove identity. 
This new way of information sharing would be complementary to existing Approved Information Sharing Agreements (AISAs) which allow for information sharing between signatories and Application Programming Interfaces (APIs), which allow for different software applications to communicate and share data.
[bookmark: _Toc226547165]Many jurisdictions are moving towards a decentralised system that is underpinned by using verifiable credentials that are more secure than hard copy documents and help reduce privacy risk
There is a movement globally for verifiable credentials to be a legitimate form of identity product, and there is an opportunity for us to move in this direction for the Department’s products. Across a growing number overseas jurisdictions, including Australia, the United Kingdom, the EU, and Canada digital identity programmes, are currently moving towards decentralised, verifiable credential-based models, which would allow people to provide their identity and share information about themselves in a user-controlled manner providing consent for the selective information they wish to share.
The privacy and security of digital identity information under a decentralised model is crucial as it relates to key identifiable personal information (and organisational information) and to maintain the trust and confidence New Zealanders have in the government as a custodian of their information.
In New Zealand, the Digital Identity Services Trust Framework Act 2023 (Trust Framework) sets out a voluntary legal framework to regulate the provision of decentralised digital identity products. The Trust Framework does this through an accreditation scheme for digital identity service providers and their services. To gain accreditation under the Trust Framework, a digital identity service must meet identification management, privacy, and security standards, and comply with all Privacy Act requirements. 
The Trust Framework enables the secure sharing of information through the accreditation of digital identity services, including verifiable credentials, which are privacy-enhancing. However, some information or attributes may still be retained by third party relying parties without the user’s consent if a verifiable credential is not accredited under the Trust Framework, even if the credential itself is not retained.
Aside from ensuring the privacy and security of digital identity information, other key principles under of the Trust Framework are:
· Always optional: Using verifiable credentials will always be voluntary. Physical credential options will continue to be available for anyone who prefers or needs them.
· No central tracking: There is no central register that records where or when people or organisations use their verifiable credentials. Digital identity information stays in a secure digital wallet in an individual’s own device and not in a cloud or a database.
· No national ID card: New Zealand does not have, and is not planning to create, a single national ID card, digital ID, or universal identifier.
· Independent oversight: The Trust Framework Authority oversees and accredits organisations that provide verifiable credentials following strict identification management, privacy and security rules.
· New Zealand’s direction on digital identity: The settings in the decentralised digital identity system are designed specifically for New Zealanders and New Zealand conditions, based on New Zealand law.
In a decentralised model of digital identity, the Department could be accredited under the Trust Framework.
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[bookmark: _Scope_of_the][bookmark: _Options_for_the][bookmark: _Scope_of_the_1][bookmark: _Toc226547166][bookmark: _Toc203547027][bookmark: _Toc197929944][bookmark: _Toc203547032]Overview of privacy and security
	The objective of this discussion document is to gain views from:
· privacy and security experts,
· those who have experience handling or using identity information, as well as
· parties with specific interests in how identity information is handled
on the ways the Department can secure the privacy and security of the digital identity information that it holds in a future model where identity information is held and shared digitally in a decentralised environment.


[bookmark: _Toc226547167][bookmark: Diagram_four]The discussion document contains questions that relate to the privacy and security of digital identity information
Privacy in the context of digital identity deals with the governance of how information is handled. It involves:
· Prioritising user control and consent; 
· Ensuring that in a decentralised system, the services that the Department provides are complying with privacy best practice and are privacy-enhancing; and 
· Digital Identity systems are transparent and accessible. 
Security in the context of digital identity focuses on structures and processes. It involves:
· Ensuring that information is not stolen or misused; 
· Ensuring that systems are up to date; and 
· Ensuring systems as a whole are secure, especially when information is being shared with third parties. 
[bookmark: _Toc226547168]The discussion document focuses on information sharing with third parties, and their handling of the information
In a decentralised model of digital identity, users will be able to present their information to third parties. This means third parties – including suppliers of information and relying parties – will have more of a role using and handling of digital identity information that the Department holds on behalf of New Zealanders. If the Department issues a verifiable credential following a user’s request, the access that the third parties has to the personal identity information will depend on the privacy and security arrangements put in place. Third parties in this instance includes a wide range of potential people and groups, such as: 
Suppliers of information – such as an organisation that provides digital identity services, like a digital wallet or an external credential provider, to individuals. They could be both Trust Framework accredited or not; 
Relying parties (e.g., a supermarket, a financial lending institution, or a bar) who use information to provide products or services. Relying parties may not usually hold onto information but will process that information – and could potentially retain some of it.
Some of the questions will refer to third parties in the discussion document. Where we want to refer to relying parties specifically, we will name them as such.
[bookmark: _Options_for_principles][bookmark: _Toc226547169][bookmark: _Toc197929945]Information about you
Please provide us with some information about yourself or your organisation.
1. Your name
	Click or tap here to enter text.

2. Are you making a submission on behalf of an organisation? If so, which organisation?
	Click or tap here to enter text.

3. What is your role in your organisation?
	Click or tap here to enter text.

4. What industry do you or your organisation belong to?
	Click or tap here to enter text.

[bookmark: _Toc226547170]Questions for your feedback
[bookmark: _Toc226547171]Part One: Collection
Background and status quo
The first point of contact that organisations – including government organisations as well as private businesses – have with information is usually when it is collected. Under a digital identity system that is focused on credentials, the Department will need to be able to continue to collect information that can be credentialised. 
Questions for feedback
1. Under a decentralised model such as the Trust Framework, should the Department consider having its own additional safeguards as to when information is able to be collected (especially given that it could be later used by third parties)?
	Click or tap here to enter text.

2. What do you consider is the Department’s responsibility in protecting identity information once it sits within a decentralised ecosystem?
	Click or tap here to enter text.

3. Should the Department be able to create derived information from information that it has collected from customers?
	Click or tap here to enter text.

4. Are there other future models for collecting digital identity information you can identify that could better preserve privacy and security for identity information held by the Department?
	Click or tap here to enter text.




[bookmark: _Toc226547172][bookmark: _Toc206144859][bookmark: _Toc206145565][bookmark: _Ref209606234]Part Two: Storage
Background and status quo
Information is often stored once it is collected, although this is not always the case. Under a decentralised model of digital identity, the personal information that we collect (and are custodians of) will be used by third parties – whether suppliers of information or relying parties – with the user’s consent. Trust Framework participants and services should not be storing copies of credentials that are shared with them (although they may store and use any attributes contained within them).
However, other third parties, including relying parties, may wish to store information that the Department holds on behalf of New Zealanders, such as a bank or a financial institution that has AML/CFT obligations to hold onto identity and verification records. 
Questions for feedback
5. Is storage of Department handled information something you see as appropriate for third parties to be able to do in a decentralised digital environment?
a. If so, what are the minimum ‘must have’ controls/evidence that should be required before the Department allows a third party to handle/consume a Department created credential?
b. Given that the Trust Framework does not deal with relying parties, are there additional safeguards and requirements the Department should consider for the information that it holds on behalf of New Zealanders?
	Click or tap here to enter text.

6. If so, are there additional protections that could be considered to ensure that storage is safe (e.g., should Department created credentials work exclusively with Trust Framework accredited services)?
	Click or tap here to enter text.

7. What visibility should the Department require (e.g., storage locations, incident reporting) to maintain safe storage in a decentralised ecosystem? Do these need to go above and beyond the controls in place under the Trust Framework or the Privacy Act?
a. Should the Department require that any subcontractors/downstream parties handling Department credential data meet the same conditions as the primary provider? What visibility should the Department require across the supply chain?
	Click or tap here to enter text.

8. If you do not consider it appropriate for third parties to store information the Department holds on behalf of New Zealanders, is there a way for the Department to be able to completely prevent third parties from being able to store any information that is important to the Department?
a. Would this be possible to achieve under the Trust Framework?
b. If not, what are other, effective ways to prevent our information from being stored by third parties, through technological or other means?
	Click or tap here to enter text.

9. Are there additional considerations around how we can (or should) restrict third parties from storing our information?
a. Should the default be ‘access-based verification’,[footnoteRef:5] rather than third party storage or bulk transfer? [5:  Access-based verification is type of verification where the third party doesn’t receive or keep its own copy of the personal information; instead the third party logs into a controlled environment where the data already lives (e.g. an agency system, approved platform) and does what they need there. More information on access-based verification can be found in the glossary at Appendix A.] 

b. How should AISAs or API’s be treated under the new system? Would we do anything differently?
	Click or tap here to enter text.

10. How can we consider data sovereignty in an appropriate manner in a decentralised system? Are there requirements or conditions we should consider for third parties if they are storing information the Department handles?
a. Would third parties need to, for example, store Department held information specifically in New Zealand based servers?
	Click or tap here to enter text.

11. Should there be additional safeguards as to when the Department can and cannot store information?
	Click or tap here to enter text.

12. Are there other future models for storing digital identity information that you can identify that could better preserve privacy and security for digital identity information held by the Department?
	Click or tap here to enter text.



[bookmark: _Toc226547173]Part Three: Use
Background and status quo
In the data life cycle, information needs to be made available to be used – in the context of digital identity, this is generally at the point of verification. Under a decentralised model of digital identity, people will present their identity information to third parties for them to use. 
Some of this information could be used by a third party supplier of information prior to being turned into a credential. In other cases, the information would have been processed by the Department into a credential before being presented to a relying party. 
Questions for feedback
13. What are the minimum ‘must have’ controls/evidence that should be required before the Department allows a third party – including a relying party – to handle/consume a Department issued credential presented by a user?
	Click or tap here to enter text.

14. Should the Department consider some level of visibility (e.g., usage logs, incident reporting) to maintain confidence in the use of identity information in a decentralised ecosystem?
	Click or tap here to enter text.

15. Are there additional protections that should be considered to ensure that credential use is legitimate (e.g., should the Department created credentials work exclusively with Trust Framework accredited services)?
a. If we allow third parties to use the information that the Department holds on behalf of New Zealanders, are there additional requirements or conditions that we should consider on top of what is set out under the DISTF Act so that we are satisfied they will handle information appropriately? If so, what could those be?
b. Should access to sensitive credential attributes require demonstrated capability (training/certification) for both agency and third-party personnel? If yes, what should be mandatory?
	Click or tap here to enter text.

16. If a third party fails to meet expectations (assurance, incident response, retention), what consequences should apply (e.g., suspension, revocation, limitation to low sensitivity attributes) and who triggers them?
	Click or tap here to enter text.

17. Are there risks that arise where the Department uses information from other government agencies or third parties? If so, what safeguards should there be as to when the Department can use that information? What considerations do you see being in play?
	Click or tap here to enter text.

18. Are there other future models for using digital identity information you can identify that could better preserve privacy and security for the identity information held by the Department?
	Click or tap here to enter text.




[bookmark: _Options_for_the_2][bookmark: _Toc226547174][bookmark: _Toc203547043][bookmark: _Toc206144860][bookmark: _Toc206145566][bookmark: _Ref209606248]Part Four: A Department-produced credential
Background and status quo
Under a decentralised model, the Department could issue verifiable credentials to users. This would only occur where a user has requested that we do so. A Department-issued credential would include at least some of the information we hold on behalf of New Zealanders. 
Questions for feedback
19. Would you support a proposal for the Department to produce an identity credential? Why/why not?
	Click or tap here to enter text.

20. What do you see as the costs and benefits of a Department-produced credential? 
	Click or tap here to enter text.




[bookmark: _Toc226547175]Part Five: Sharing
Background and status quo
Sharing is distinct from use as information can be used for verification without needing to be shared. Under a decentralised model, the information that we hold would be shared by individuals to third parties – either suppliers of information that may be processing that information for later use, or to relying parties through verifiable credentials. The Trust Framework regulates this through an accreditation scheme for service providers, and the Privacy Act regulates further on-sharing. 
Questions for feedback
21. What are the minimum ‘must have’ controls/evidence that should be required before the Department is confident that a third party should be allowed to handle/consume a Department credential?
a. Should access to sensitive credential attributes require demonstrated capability (training/certification) for third-party personnel? If yes, what should be mandatory?
	Click or tap here to enter text.

22. What visibility should the Department require (e.g., onward sharing, incident reporting) to maintain confidence in a decentralised ecosystem?
a. Should the Department require that any subcontractors/downstream parties handling Department credential data meet the same conditions as the primary provider? What visibility should the Department require across the supply chain?
	Click or tap here to enter text.

23. If the Department were to produce a credential, what safeguards should there be when that information is shared? Is there any information that we currently hold that should not be credentialised?
	Click or tap here to enter text.

24. If a third party fails to meet expectations (assurance, incident response, retention), what consequences should apply (e.g., suspension, revocation, limitation to low sensitivity attributes) and who triggers them?
	Click or tap here to enter text.

25. Should the Department restrict information sharing with third parties?
a. Should the Department block identity information we hold (or a credential we have produced) from being shared with a person or organisation that is not accredited under the Trust Framework?
b. Is there any specific information that should not be shared for the purpose of being credentialised? If so, why?
c. What is the best way to be able to achieve this? 
	Click or tap here to enter text.

26. Are there other future models for sharing digital identity information you can identify that could better preserve privacy and security for the identity information that the Department handles?
	Click or tap here to enter text.




[bookmark: _Toc226547176]Part Six: Disposal
Background and status quo
Disposal is a key part of the information life cycle – information that is no longer needed should be disposed of under Principle 9 of the Information Privacy Principles. Under a decentralised model we will likely have less control over when information is disposed or destroyed, in particular by third parties. 
Questions for feedback
27. If third parties hold or use our information, is there value in considering placing the same requirements on those parties as the Department when handling digital identity information?
	Click or tap here to enter text.

28. Are there additional disposal considerations that the Department will need to consider under a decentralised model (e.g., do we have a responsibility for when we are disposing of information that that information is similarly disposed of elsewhere?)? Is that possible using credentials? Is that wanted?
	Click or tap here to enter text.

29. Are there other future models for disposing of digital identity information you can identify that could better preserve privacy and security for the identity information the Department handles?
	Click or tap here to enter text.





[bookmark: _Toc206145578][bookmark: _Toc226547177]Appendix A: Key terms and abbreviations 
	Key term
	Definition

	Access-based verification
	A type of verification where the third party doesn’t receive or keep its own copy of the personal information; instead the third party logs into a controlled environment where the data already lives (e.g. an agency system, approved platform) and does what they need there.
Using access-based verification, an organisation (for example, the Department) can verify and control access through technical controls, identity checks, multi-factor authentication, time-bound access, and fast revocation.

	Authoritative source
	A primary record of personal or organisational information. It is often a government or other organisation that first collects that piece of identity information about a person, and is maintained there. For example, the Chief Executive as part of their role fulfilling one of the other of the Department’s functions, the Registrar General who collects birth registrations (and sits within the Department) or the Chief Executive of the Ministry of Business, Innovation and Employment who collects information about non-citizens.

	Bulk transfer
	A type of verification where an agency sends a third party information and the third party stores/processes their copy for future use.
· The agency sends a dataset (often large) to a third party (or into the third party’s environment), so the third party holds its own copy—for processing, analytics, storage, support, etc.
· This can be a one-off export, a scheduled feed, a replicated database, backups, or ongoing syncs.

	Confirmation Service
	Confirmation Services allow organisations to electronically check whether a person’s information is consistent with the information held by the authoritative source. 

	Core identity information
	Biographic and biometric identity information attributes from a person or an authoritative source that are used to establish a person’s identity, the authenticity of their identity information and their connection to that information, and to create digital identity credentials and other credentials. This includes information like someone’s name, date of birth, and photo.

	Derived information
	Information that is derived from information that we hold, such as whether someone may be “over the age of 18” (as opposed to their date of birth, which we hold).

	The Department 
	The Department of Internal Affairs

	Digital identity information
	See identity information (below)

	Digital wallet
	A software program on a device like a smart watch, mobile phone or computer that allows people to store and share information electronically with a third party.

	DISTF Act
	The Digital Identity Services Trust Framework Act 2023, which is legislation in the Digitising Government portfolio that underpins the accreditation of digital identity services by the Digital Identity Services Trust Framework Authority  

	Identity information
	Any information that is capable of identifying a living human being. It doesn’t have to include a person’s name or a photograph. It can be a combination of one or more personal information attributes that, when combined, could be used to identify them.
Where this information is in a digital format, this is referred to as “digital identity information”.

	Relying party
	A third-party organisation that relies on information to provide products or services. Examples of this are a supermarket, a bank, or a Real Estate agency.

	Verifiable credential
	A standardised digital package of information that a person can hold and use, in many cases as an alternative to hard copy documents, which has been cryptographically secured. A verifiable credential does not require a relying party to verify information in a credential themselves.
In the context of the Department and this discussion document, this most commonly refers to an identity credential that can be used as a digital proof of identity, which is created after a person’s identity is confirmed using multiple core information attributes from authoritative sources. 
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