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We have assumed that you have decided to attend this ‘Part 2’ presentation because you have already seen the introductory presentation, or because you already know quite a bit about AML/CFT.

So we are not going to go into detail about what money laundering is and why it is a risk.  

We will spend a short time refreshing your memory on the AML/CFT Act and regulations and the key requirements for reporting entities.

Then we will talk about some selected topics at a more detailed level than we were able to in the introductory session.

CDD – we’ll be talking about: 

· identify verification,

· beneficial ownership, 

· Enhanced due diligence

· Countries Assessment

We’ll talk briefly about auditing your AML/CFT risk assessment and programme.

Then the Police will be talking about a variety of things including the role of the Financial Intelligence Unit, account monitoring, suspicious and unusual transactions, and how to avoid tipping off a customer.
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Countering Financing of 

Terrorism Act 2009…

…or AML/CFT Act for short!

Start date: 30 June 2013


Commencement Order 2011 brings all obligations under the Act into force on 30 June 2013 – the two year countdown is almost half way through.
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Refresher slide

Detect and deter money laundering and financing of terrorism. 

· The public and private sectors are working together to ensure criminals do not use NZ businesses for ML or FT.  The private sector’s role is to put systems and processes in place to deter criminals from exploiting their businesses, and to report suspicious or unusual activity
Ensure NZ is a good international citizen.

· There are international standards we are expected to comply with. New Zealand is a member country of the Financial Action Task Force who evaluate our systems and policies for detecting and deterring ML/FT every 4 years or so and we need to show New Zealand is complying with that.

· Our credit rating and relationships with other countries (whether they want to do business with us) can be affected if we aren’t responsible.
Maintain public confidence in the financial system. 

· New Zealanders want to know they’re investing their money with a business that isn’t laundering money for criminals
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We are aware that some of these requirements will mean new costs to your business. But there are also important benefits to all businesses from compliance with the Act – in addition to protecting yourself from enforcement action by your supervisor!

First, many businesses find that doing their risk assessment and setting up their AML programme is not just useful for AML compliance.  It also gives them an insight into their business which helps in overall business improvement, including their systems and the services they provide.

Secondly, the AML programme helps you keep criminals out of your business. This means that you are protecting your own business from exploitation, for example by fraudsters who might want to rip you off – as well as doing your bit to protect the public from criminality.

Thirdly, the AML/CFT Act brings New Zealand into line with reputable business practice in the rest of the world. Many countries now have legislation preventing businesses from working with other businesses that are not set up to do AML/CFT properly, or that are in a country that has poor standards of AML/CFT compliance.  By complying with the Act you protect your firm’s ability to do business locally and internationally.

Finally, by complying with the Act you protect the reputation and integrity of your business.
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More to come…


You should read and understand the Regulations and how they relate to your business.  We don’t have time in this presentation to set out all the detail of the regulation – we can give you a few examples:

Definitions
· The Definitions regulations set the threshold value for an occasional transaction at $9999.99 – however they also set different thresholds for particular products such as travellers’ cheques ($5000+), money orders($1000+), currency exchange($1000+), and stored value instruments

· The Definitions regulations declare providers of certain services to be reporting entities when they provide a service covered by the Act (e.g. authorised financial advisors, trust and company service providers)

· The Definitions regulations also exclude certain types of person from the definition of reporting entity – e.g. lawyers, accountants, real estate agents, pawnbrokers, financial institutions that are in liquidation, and government departments. Some of these excluded parties may be included in the regime at a later time.  And most of them are still covered by the Financial Transactions Reporting Act.

Requirements and compliance
· The Requirements and Compliance regulations clarify some aspects of the Act’s requirements – for example they add to the list of customers entitled to simplified due diligence, and clarify requirements around enhanced due diligence on trusts.

Exemptions
The Exemptions regulations include a series of exemptions from parts of the Act for particular services including (for example) wire transfers of $1000 or less, currency exchange transactions in hotels of $1000 or less, non-finance businesses that provide consumer credit and loyalty schemes, low-value stored value instruments, insurance premium funding, employment-based superannuation schemes, securities registry services, and debt collection services.  

· The exempt services are very strictly defined and some of them are only exempt from certain sections of the Act, so if you think an exemption may apply to you, you should read the Regulations carefully.

More to come …
The Ministry of Justice will be consulting on additional regulations later this year, including forms for annual reports and suspicious transaction reports.
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Just to refresh your memory, the key requirements for reporting entities are set out in part 2 of the AML/CFT Act.  

They include

· Assessing the risk of ML/TF associated with your business

· Developing an AMLCFT programme based on those risks

· Reporting suspicious transactions
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Customer due diligence, abbreviated as CDD, is one of the key elements of your AML/CFT programme.  It’s also one of the more complex areas so we are spending quite a lot of time on it today.

Customer Due Diligence involves gathering and verifying information about a customer’s:

· Identity

· Beneficial owners

· Representatives (i.e. people acting on their behalf)

The purpose of good customer identification and verification processes is to:

· Manage identity fraud risks and the criminal use of anonymity

· Ensure greater observation of transaction behaviour of higher risk customers
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• Customer

• Person acting on behalf of customer 

• Beneficial owners
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You need to conduct CDD:

· when you start a business relationship with a customer – for example setting up an account for a customer, or offering an on-going service to them. 

· or when you conduct an occasional transaction, which is when a one-off customer wants to make a cash transaction.

The Act is risk based so it requires you to look at your existing customers only if 

· there are reasonable grounds to doubt the adequacy or veracity of the documents, data or information previously obtained. e.g. if there is no record of id taken or verified.

· there has been a material change in the nature or purpose of the business relationship. The customer may have been with you for 10 years and when taken on was a small transaction account but now is very large and operates in several different areas, so it would be a good idea to revisit the CDD. 

· You consider that you have insufficient information about the customer. Many of the older accounts that you hold will have minimum details. 

You need to review CDD on an ongoing basis, and it is worth setting up triggers that alert you to revisit the customer’s CDD. A trigger could be the extending of a product or the purchase of a new product. 

Think of it as the ability to provide good service by updating the information you hold. Some companies have made a conscious decision to look at all their existing customers and redo the CDD to the Acts standards. But that is a business decision.
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• Standard

» Name 

» Date of Birth

» Address

» General details of nature of business

You will be collecting most of these details now.

• Enhanced

» Politically exposed persons

» Customers with complex transactions

» Trusts etc

• Simplified 


There are three types of CDD 
Standard The majority of customers will fall into the standard category.
When you take on a customer who is a private individual you probably already ask for their full name, date of birth and their address. Information on the nature and purpose of the relationship they will have with you may be a new question. So you are already half way there. Verification will be new but that is not too difficult.

If you think about what you are currently doing I am sure that you will be covering off most of what the Act requires. You will need to fine tune and perhaps ask one or two more questions.

Also as part of standard CDD, you need to get sufficient info to establish whether enhanced CDD needs to be carried out

· Is the person acting on behalf of a trust?

· Is the person acting on behalf of a company with nominee shareholders or shares in bearer form?

· Is the customer a politically exposed person?

· Is the transaction a wire transfer?

· Is the transaction complex, or unusually large, with no apparent lawful purpose?

Enhanced Enhanced CDD is for customers that represent a higher risk. The main difference with enhanced CDD is the need to collect evidence and verify information relating to the source of funds or the wealth of the customer. 

Simplified The Act allows simplified CDD on specified entities including NZ government departments, NZX listed companies, local authorities, NZ police and NZ security services. 
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This is an overview to give you some help on beneficial ownership and CDD on legal persons.  We will be providing more detailed guidance on beneficial ownership – expect it to be ready later this year.
Objectives
The objectives of beneficial ownership checks are: - to establish whether the entity is a genuine legally registered business, and also to determine whether there are reasons to suspect that the structure may be used for purposes that are not entirely legitimate, including money laundering.

You don’t have to prove that the enterprise is a criminal one, and you are under no obligation to accept the entity as a customer if you have suspicions about it.
What is a beneficial owner?
A beneficial owner is:

· An individual (natural person) that owns 25% or more of a customer when the customer is a legal person –a company, trust or other organisation

· An individual who has effective control of a customer – could be (for example) board members and directors, but may also include other individuals, such as account manager/controller in a company, who are not formally listed as controllers of the legal person

How to check
You must take reasonable steps, according to the level of risk, to establish the beneficial owner or owners of any legal person who is a customer.  This does mean you need to track back to the individual or individuals who have ultimate control of the organisation, and then conduct due diligence on them in the same way as on other individuals.

The simplest way to do this is to ask the customer.  In the great majority of cases, beneficial ownership information will be clear and relatively easy to obtain.

We’ll give you more details on companies and trusts in a couple of minutes – there are other types of legal persons but the same general rules of thumb will apply.

How far should you go?

· How many layers of beneficial ownership?

· That’s really up to you and how much risk/cost your business is prepared to wear.  It should be set out as part of your AML/CFT programme

· You may decide that any level of obscurity and difficulty is not worth the cost of researching it, or the risk of taking on a customer who cloaks themselves in a complex structure

· At the other extreme, you may decide that tracking down beneficial ownership is worth it. If you do this you need really effective AML/CFT controls because you are prepared to take on higher risk customers.

In any case – if you can’t complete the due diligence exercise in accordance with the Act and your AML/CFT procedures, then: 

· you must not establish a business relationship with the customer

· If there’s already a business relationship, you must terminate it

· You must not carry out any occasional transaction for the customer

· You must consider whether to make a suspicious transaction report
What if you can’t find the beneficial owner?

There will be a few cases where the beneficial ownership is obscure – the most obvious example being where there are multiple layers of legal persons or it’s difficult to track down individuals, e.g. if a company is registered in a tax secrecy jurisdiction.  In such cases you need to think about why this complex structure has been put in place, especially if the customer is evasive or unhelpful in providing beneficial ownership information. In general – the more complex the structure, the higher the risk. You are unlikely to be dealing with a low risk situation where the beneficial owners appear to prefer anonymity.
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• Anything suspicious?

First, check:

• Person acting on behalf of company

• Company structure and purpose

• Company details – registration

Beneficial ownership example 

Private Company


Let’s take the example of somebody who approaches you wanting to set up a business relationship on behalf of a private company.

A private company is not listed on a stock exchange. It is not necessarily a small operation and may have many share holders.

Remember your objectives are: 
- to establish whether the company is a genuine legally registered business, and also 
- to determine whether there are reasons to suspect that the structure may be used for purposes that are not entirely legitimate, including money laundering.  

Unless there is some reason to apply enhanced CDD, you will be applying standard CDD.

As part of standard CDD, you need to do the following things if the customer is a corporate entity:
Establish the relationship of the person you are dealing with to the customer (e.g. employee) Ensure the person is authorised to act for the company (e.g. signed letter on company letterhead, phone call to registered office)

For future monitoring and ongoing due diligence you will need to know what the company has been incorporated to do, what sector it operates in and what relationship it will have with you.  This will allow you to spot any unusual behaviour or significant changes in the nature of the business.

Company details

· Company identifier or registration number

· Address of registered office

· Verify by checking registration, certificate of incorporation

Then you can go on to checking the beneficial ownership of the customer ‘according to level of risk’. 
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The companies registration will also give you details which will get you started on the beneficial ownership check – e.g. directors and shareholders.
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• Directors, shareholders

• Third party/nominee shareholders 

• Company directors’ personal details

• Offshore directors 

• Other controllers? - further checks 

based on risk


Beneficial Ownership

Who do you think are the beneficial owners in the case of a private company? (pause for audience feedback)

Answer – any individual who owns 25% or more of the company and/or anyone who has control of the company. 

Be cautious – e.g. if you find that a company is owned by 5 companies with 20% shareholding each, don’t stop your search for beneficial owner there.  All these companies may be owned by only one individual, making him/her a beneficial owner.

If shareholders are other companies, or nominees for a third party, you need to find out who those other parties are and do CDD on them.  Also – a company with nominee shareholders must be subject to enhanced due diligence, i.e. you need to gather and verify information on source of wealth or funds.

Look at the company directors. A NZ company has to have one resident director. You should consider where the other directors live. Do they live in a country that you consider to be a high risk?. Do they inject capital into the company? If they do consider doing CDD on them.

If there is a higher risk associated with this company according to your risk assessment – for instance if all its business is conducted offshore - you may decide to find out whether there are key people within the company that are not share holders or directors but have control over the company funds.
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Company Documents Required for 

identification

• Certificate of incorporation

• Shareholders certificate

• Directors certificate

• Letters of authorisation

Verification

• Companies Office records

• Apostille certificate or other govt verification

• WorldCheck, Factiva, Google


What Documents do you think are required? 

The certificate of incorporation will give you the full name, company number, place of incorporation and registered office. This is an official document and shows the company is officially registered.  It doesn’t necessarily show that the company directors/shareholders are ‘fit and proper’.  Certain jurisdictions are known to be used by criminals because of the ease of setting up a company.  Consider treating companies from such jurisdictions as higher risk.  

Shareholders and directors’ certificates may be just letters on the company headed paper listing the share holders and directors. You need to do the same due diligence on these people as you do on other individuals, i.e. obtain full names, dates of birth and home addresses and verify these using identification documents. PO Boxes or business addresses are not acceptable.

All account signatories should be authorised and the authorisation letter authenticated. 

What can you do to start verifying? 
Here are some options to consider. 
At a minimum we would expect a Companies Office record, certificate of incorporation or similar document.

To verify that an overseas document is genuine you can get verification such as apostille certificates from overseas govts.

If you think there is sufficient risk involved, you may want ot check further.  You can subscribe to a checking service such as WorldCheck or Factiva – however a simple Google search can be very fruitful.  It may tell you if there are suspicious circumstances around your company or the people who control it – on the other hand, if the company doesn’t seem to have a web presence or do business publicly, this might cause you to ask questions as well.

If asked about Apostilles 

Governments that are signatories to the Hague Convention issue apostille certificates to verify the authenticity of government issued documents such as company registration certificates, birth certificates etc.  The document holder needs to apply for this certificate from the relevant government and pay whatever fee applies.  

Governments that are not Hague Convention signatories also issue verification – but you might want to look at country risk before accepting such verification.
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example 2 - Trust


Trusts are a very convenient way to manage assets.  They are easy to set up and can be as complex or simple as you like.  The same things that make a trust attractive to law-abiding people are also attractive to criminals.  Trusts can be used to hide the beneficial ownership of funds. This can be done through nominees, gatekeepers and/or a complex trust and company structure.

For this reason trusts are treated as high risk in the international standards and the AML/CFT Act reflects this.  If a customer is a trust then the Act states that you have to undertake enhanced due diligence no matter who the underlying beneficial owner is. 

The difference between enhanced and standard due diligence is the requirement to obtain the source of the funds or the wealth of the customer. This information must be verified.
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Who you need to know about

• Settlor. Person who puts the assets into the 

trust

• Trustee. Person who administers the trust

• Beneficiary. The person(s) who will gain from 

the trust assets

• Any person that has control of any aspect of 

the trust such as a protector


Beneficial Ownership

Who owns and controls the assets in a trust? More importantly who do I have to identify?

The Settlor – not a beneficial owner - the person who gives the assets to the trustees to set up the trust. In theory the settlor gives legal ownership to the trustees. The settlor has to be identified because he/she is introducing the funds into the trust and therefore provides information on the source of funds or wealth. The Settlor may be an individual or an entity. If the settlor is a company then you ask the questions that would have been asked in the previous slides.  In a case where the settlor has set up a trust with a nominal sum such as $1, this doesn’t really provide meaningful info on source of funds or any ML risk, so obtaining exhaustive info about the settlor may not be necessary.

The trustees will own the assets so they have to be identified. You may use the same professional trustees for several trusts, they only have to be identified once. The private trustees will have to be identified each time.

Beneficiaries. 

Others
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Documents required

• Trust deed

• Identification for trustees

• Proof of ownership/source of assets 

• Legal documents for companies

Verification

• Standard verification - individuals and 

corporate entities

• Asset verification – source of funds


Verification

Trust deed will confirm that the trust exists and why it exists. You need to see and copy the original trust deed, or obtain a certified copy of the trust deed. Note in NZ there is no trust register to check the validity against.

Verify trustees, beneficiaries and other relevant individuals using your standard verification process.  Note that Regulation 6 of the Requirements and Compliance Regulations exempts you from obtaining CDD on each individual beneficiary of a discretionary trust, a charitable trust, or a trust where there are more than 10 beneficiaries. Instead you need to obtain a description of the class or type of beneficiary, and if it’s a charitable trust, the objects of the trust.

Where there’s a company involved in the beneficial ownership, verify that as you would any private company

Verification of the source of funds can come from a variety of places e.g. banks. For instance if it is a family trust that is looking after a house then the sale and purchase agreement should be enough.   You need to take reasonable steps to verify information on the source of funds according to the level of risk.  For a higher risk situation like a complex trust with offshore trustees, you should dig deeper to obtain that verification than you might for a straightforward family trust.  Again your policies and processes should be set out in your AML/CFT programme.

Don’t forget you need not only to sight documents, but to keep records of those docs (either copies or clear evidence of what they were – e.g. copy of sale and purchase agreement, passport number).

Any Questions about beneficial ownership?
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• Documentary identity verification

– Acceptable ID documents

• Electronic identity verification


The Identity Verification Code of Practice sets out a standard of practice to help you verify the name and date of birth of customers you have assessed as low to medium risk that are natural persons

It covers documentary and electronic identity verification including the use of certified documents

It details acceptable primary photographic and non-photographic identification, and outlines when secondary or supporting identification is required

For example, a passport on its own, or a driver licence together with an eftpos card. 

The Code of Practice also includes a standard for electronic identity verification.  This is any form non-face to face identity verification done on-line that doesn’t include a requirement for you to sight identity documents.  An example is the igovt identity verification service, which has recently been rebranded as RealMe.  This will be available to the private sector once the Electronic identity verification bill is passed.

We are doing some work on the Code of Practice to ensure that it enables you to use RealMe and other robust forms of electronic identity verification.

Effect of the Code of Practice - Although it is not mandatory, it constitutes a safe harbour. If a reporting entity fully complies with the code it is deemed to be compliant with the relevant parts of the legislation. If a reporting entity opts not to comply, it must adopt practices that are equally effective, otherwise it risks non-compliance

Any Questions about COP?
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If you are dealing with a customer or institution which is domiciled or supervised in a foreign country then it is likely you will need to assess the country’s regulatory environment. 

Examples of when a country assessment is required are:

· If you establish a business relationship with a customer who is not a NZ resident

· If you wish to rely on an overseas person to conduct customer due diligence on your behalf

· When you wish to form a designated business group and one of the members is domiciled overseas

For the purposes of your risk assessment, you should also make a broader consideration of whether the country has strong associations with money laundering, whether it’s a tax haven, whether it’s known for corruption or drug trafficking, arms dealing or sponsoring terrorism.

We will be issuing guidance on this very soon. This guidance doesn’t consist of a list of ‘good’ and ‘bad’ countries.  You are not prevented by law from doing business with any particular country, although under the Act you should not conduct business through third parties in countries that have insufficient AML/CFT regimes.

When you are thinking about customers, what you do have to do is weigh up the risks that apply to your business and take appropriate measures if you think the risks are high. This may range from not doing business with specific countries, to doing more careful due diligence on customers from countries you think are risky.

Rather than rushing away to research a country when a customer from that country walks in the door, it’s more effective to incorporate countries assessment into setting up and reviewing your risk assessment and AML programme. Think about countries that you do business with regularly and incorporate them into your procedures.

Other countries have their own regulatory controls that are not the same as those in NZ.  Even if you are covered as far as NZ law is concerned, you may still have to do more to satisfy overseas requirements before you can do business overseas.

[image: image22.emf]Countries assessment –

useful websites

Information on the following sites may assist in conducting a 

country assessment:

• Financial Action Task Force - www.fatf-gafi.org

• Asia/Pacific Group on Money Laundering - www.apgml.org

• The World Bank - www.worldbank.org

• International Monetary Fund - www.imf.org

• Organisation for Economic Co-operation and Development -

www.oecd.org

• The Egmont Group - www.egmontgroup.org

• The Wolfsberg Group - www.wolfsberg-principles.com

• Transparency International - www.transparency.org

• The Ministry of Foreign Affairs and Trade - www.mfat.govt.nz

• AUSTRAC Australian Transaction Reports and Analysis Centre 

- www.austrac.gov.au
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example

I have a customer resident in Argentina –

what do I do?


What questions would you ask if you had a prospective customer from Argentina?

· Do you think they are a high risk country? 

· Is there an association with organised crime or ML?

· Does Argentina have sufficient AML/CFT systems/measures; and

· Is it supervised or regulated for AML/CFT purposes

To do this

· You can use the internet to check whether Argentina has laws against money laundering and whether there are any risk factors.

· Does Argentina belong to any of the accepted bodies that help regulate money laundering? 
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FATF website slide

One good source is the FATF website. They are the international group that monitor countries on progress in reining in money laundering. 

·  ‘Black’ list of non-cooperative countries

·  ‘Grey’ lists of countries with deficiencies in AML/CFT regimes

Argentina has been a member of FATF since 2000 and is also a member of GAFISUD, a regional body that assists South American nations to comply with FATF recommendations.
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· You can look at Argentina’s mutual evaluation report which assesses its compliance with the FATF standards. 

· Argentina’s most recent Mutual Evaluation showed it had a number of important deficiencies in its AML/CFT regime, and as a result it was ‘light-grey-listed’ by FATF.  This wouldn’t necessarily stop you from doing business with an Argentinian customer however  - as I said earlier it’s a matter of looking at the risks associated with your business.

· It’s important to note that the ME report may be several years old.  NZ Police website has FATF advisories listed that give you more up to date information on individual countries

Any questions about countries assessment?
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Reporting entities must audit Risk Assessment and AML/CFT programme every 2 years (or at request of supervisor)

Audit must be carried out by an independent person, appropriately qualified  This might not be an accountant, but it does mean someone with relevant skills or experience (eg people with AML/CFT or relevant financial experience).

The auditor must be independent and not involved in the reporting entity’s risk assessment or AML/CFT programme in any way. They may be a staff member but they must be adequately separated from the area of your business that deals with the risk assessment and AML/CFT programme.  It may be advisable to work the AML/CFT audit into your existing internal audit process if you have one.  A reporting entity may decide on an external auditor.  The auditor’s business must ensure the same separation between staff who deal with the risk assessment/AML/CFT programme and the audit.

What is expected in an audit - This will probably be sector specific to some degree and your supervisor will let you know if they have any specific expectations.  But the common threads are 

· An assessment of the AML/CFT programme the business has set up

· Any issues that are of concern such as missing information 

· Suggestions for ways to improve the programme.

We are looking at putting together guidance on audits and will keep you posted on this.
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(ML), serious offences, proceeds of crime and 

terrorism financing (TF)

New Zealand FIU


This is the key role of the FIU. To facilitate and assist with the prevention, detection and investigation of money laundering, proceeds of crime and terrorist financing.

This is done by collecting, analysing and - if appropriate - disseminating information received from financial institutions in relation to suspected money laundering, proceeds of crime or terrorist financing.

The FIU has grown over the last two years to 19 full time equivalent staff. We are carrying a number of vacancies at the moment, but once we are fully staffed we will have more resource available to be proactive. 

FIU and ARUs make up the FCG.
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• 'Strengthening New Zealand's Resistance to 

Organised Crime, An All of Government 

Response‘ = 3 year focus on 6 areas:

• Information sharing and cooperation 

• Misuse of legal arrangements 

• Protections against bribery and corruption

•

AML and crime proceeds recovery

• Cyber-crime investigation/enforcement 

• Identity crime
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• A police unit - Sworn and 

non-sworn staff

• Intelligence unit NOT 

investigative

• National/International 

focus/responsibility

• Operational and policy focus

– Input into policy and law

• Close relationship with 

partners
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• Along with FIU the Asset 

Recovery Units (ARUs) make 

up the Financial Crime Group 

(FCG)

• Close relationship between FIU 

and ARU

• ARUs operate for whole 

country and internationally

• Intelligence, investigation 

support, policy

• Operates for the whole country

• Input into policy and law
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Responsible for:

– STRs, BCRs & SPRs

– Collection, analysis, dissemination

–

Guidance on typologies and 

obligations

–

National Risk Assessment

–

Best practice guidelines

– Work with Sectors
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•Aids decision makers in 

prioritisation and resourcing

•Provides information on 

typologies

•Anticipate problems and limit 

consequences

•Sector Risk Assessments
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•Open source document 

that provides an update on 

ML and TF

•Provides information on 

emerging typologies and 

case studies

•Financial crime and ML



[image: image35.emf]AML/CFT Act & FIU

• AML/CFT vs Financial 

Transactions Reporting Act 1996 

• AML/CFT in two phases

• More power to share information

• More power to order information


Section 143 – power to order people to provide information and share it with others

[image: image36.emf]AML/CFT Act & FIU

Responsible for:

– STRs, BCRs & SPRs

– Guidance on typologies and 

obligations

– National Risk Assessment

– Best practice guidelines

– Dissemination

– Work with Sectors



[image: image37.emf]FIU & STRs

• Unusual is a better concept than 

suspicious

• Reporting entities know their 

business better than anyone

• Do not need to know what the 

crime is

• Obliged to report under 

AML/CFT Act

• Electronically within 3 days


Suspicious Transaction Reports aren’t a new concept. If you are captured under the Financial Transactions Reporting Act 1996, then you already have an obligation to report any suspicious transactions to the Commissioner of Police.
However you best know what is suspicious in your business! And there is no set list of ‘suspicious’ transactions. There is no minimum transaction value on a suspicious transaction either.

A best practice guidelines document is publicly available for STRs submitted under the FTRA96. Police will be issuing a new set of guidelines on submitting STRs under the AML/CFT Act prior to the ‘go live’ date.
Suspicious Transaction Reports aren’t a new concept. If you are captured under the Financial Transactions Reporting Act 1996, then you already have an obligation to report any suspicious transactions to the Commissioner of Police.
Generally suspicious transactions are:

· Large amounts

· Lots of small transactions

· Transactions across borders

· Behavior that is abnormal for that kind of account

· Transactions that don’t make economic sense
· Money going in and out on the same day

However you best know what is suspicious in your business! And there is no set list of ‘suspicious’ transactions. There is no minimum transaction value on a suspicious transaction either.

A best practice guidelines document is publicly available for STRs submitted under the FTRA96. Police will be issuing a new set of guidelines on submitting STRs under the AML/CFT Act prior to the ‘go live’ date.
Suspicion is not the same as knowledge. You don’t have to be sure that your customer is laundering money or financing terrorism. And you don’t have to know what the ‘predicate’ offence is (e.g. drug trafficking or tax evasion).

But you shouldn’t just report every transaction you are unsure about. That is called defensive reporting and you will receive negative feedback from us if we think you are doing that. If you are in doubt, then call or email us. We cannot make the decision for you, but we can talk you through the process.


[image: image38.emf]What is suspicious?

• Who is this person?

• Where does the money come from?

• Where is it going to?

• Why are they using cash or a certain type 

of product?

• What is the purpose of the transaction?

• How and when does this take place?

• Who is the real beneficiary?

•

Does the transaction or the structure 

through which the transaction 

conducted make 

commercial/economic sense??



[image: image39.emf]What is suspicious?

• Refer to National and Sector Risk 

Assessments

• Refer to open source information

• Multiple ‘typologies’

• Suspicion a combination of factors

• No monetary threshold for STRs

• Reporting entities know their 

business best!




[image: image40.emf]Account Monitoring

• What is it?

• Why and how do we do it?

• Rules and algorithms

• Patterns and Scenarios

• Red flags and alerts

• Indicators and warnings

volume, value, velocity



[image: image41.emf]+

_

High

Low

AVERAGE TRANSACTIONALITY
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_

Using ‘Risk-based’ principles, you can ignore what is going on

in this area because this is technically ‘normal’ activity for the

average transactionality on this account.
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_

Month 1                             Month 2  Month 3

Pay 

Cheque

Pay 

Cheque

Measuring the 

diminishing value over 

time (days)

Measuring the value 

(money) within an account



[image: image44.emf]+

_

Month 2               Month 3       

////////////     /  /    /      ////           /    /       /    /  
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Change in volume of payments 

////////////     /  /    /      ////           /    /       /    /  
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Month 2              Month 3       

////////////     /  /    /      ////           /    /       /    /  

////// ////      /  /        /             /  / / /          /  /   /        

Change in velocity of payment values 

V = Velocity

////////////     /  /    /      ////           /    /       /    /  
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What to include in the STR:

• Will be prescribed by 

regulations

• Reporting ‘schema’ will be 

published

• For now refer to the FTRA96 

regulations as a guide

•

Don’t forget about 

proposed (attempted) 

transactions



[image: image47.emf]Electronic Reporting

• Manner defined by 

Commissioner of Police

• Single and batch reporting 

from reporting entities

• No more paper based 

(with exceptions)

• Verbal if urgent

• FIU guidelines will be 

produced
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[image: image51.emf]STRs and Tipping Off

• Information relating to STR 

only to be disclosed to:

– FIU

– AML/CFT Supervisor

– For legal purposes

– Other designated person

• Do not ‘tip off’ the subject 

of the STR it is an offence

• Your identity is protected



[image: image52.emf]STRs and Best Practice

• FIU mandated to produce Best 

Practice Guidelines

• Will be done before 30 June 2013

• Use current information as a 

guideline

• Different guidelines for different 

reporting entities

• Produced after consultation

• Open to review



[image: image53.emf]SOME EXAMPLES OF 

OUTCOMES

FIU and AML/CFT
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[image: image55.emf]STRs and Asset Restrained


NZ Police Asset Recovery Units (ARUs)

Currently investigating 44 cases where STRs have contributed to or led   to the investigation

Cases estimated to have associated assets worth an estimated $86 million

Various offences revealed by the STR including drug offending, tax evasion, money laundering, & fraud


[image: image56.emf]STRs and Asset Restrained



[image: image57.emf]STRs and Assets Forfeited


From those 44 cases Restraining Orders have been obtained in 16 cases with assets worth an estimated $49 million 

[image: image58.emf]Operation Titan

• STR initiated – structured 

amounts below $10,000 

using multiple agents

• Police and NZ Customs 

operation 

• Multiple ‘innocuous’ STR’s

matched against drug 

imports
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Department of Internal Affairs

amlcft@dia.govt.nz

www.dia.govt.nz

Financial Markets Authority

aml@fma.govt.nz

www.fma.govt.nz

Financial Intelligence Unit

fiu@police.govt.nz

Reserve Bank of New Zealand

amlcft@rbnz.govt.nz

www.rbnz.govt.nz


Did you receive our quarterly e-newsletter, if not contact us and let us know. 
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